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Typographical Conventions

The following list defines and illustrates typographicahwentions used as visual cues for specific elements
of the text throughout this document.

¢ Interface componentsare window titles, button and icon names, menu names andtisgle, and
other options that appear on the monitor screen or displagy @re presented in boldface. A sequence
of pointing and clicking with the mouse is presented by a sage of boldface words.

Example: ClickOK

Example: The sequen@art-> Programs-> Ch6.3-> Ch indicates that you first sele&tart. Then
select submen&rograms by pointing the mouse oRrograms, followed by Ch6.3. Finally, select
Ch.

o Keycapsthe labeling that appears on the keys of a keyboard, aresettin angle brackets. The label
of a keycap is presented in typewriter-like typeface.

Example: PressEnter>

e Key combination is a series of keys to be pressed simultaneously (unlesswetieeindicated) to
perform a single function. The label of the keycaps is prieskm typewriter-like typeface.

Example: PressCtrI><Alt><Enter>

e Commands presented in lowercase boldface are for reference only endat intended to be typed
at that particular point in the discussion.
Example: “Use thenstall command to install...”

In contrast, commands presented in the typewriter-likefyge are intended to be typed as part of an
instruction.

Example: “Typeinstall to install the software in the current directory.”
e Command Syntax linesconsist of a command and all its possible parameters. Coutsrene dis-
played in lowercase bold; variable parameters (those foclwyou substitute a value) are displayed

in lowercase italics; constant parameters are displayémhiercase bold. The brackets indicate items
that are optional.

Example:ls [-aAbcCdfFgilLmnopgrRstux1] [file ...]

e Command lines consist of a command and may include one or more of the commandsible
parameters. Command lines are presented in the typewkitetypeface.

Example:ls /home/username
e Screen textis a text that appears on the screen of your display or exteroaitor. It can be a system

message, for example, or it can be a text that you are ingttuottype as part of a command (referred
to as a command line). Screen text is presented in the tyigevikie typeface.

Example: The following message appears on your screen

usage: rm [-fiRr] file ...

Is [-aAbcCdfFgilLmnopqgrRstux1] [file ... ]



Function prototype consists of return type, function name, and arguments vata type and param-
eters. Keywords of the Ch language, typedefed names, antidaomames are presented in boldface.
Parameters of the function arguments are presented in. itdlhe brackets indicate items that are
optional.

Example:double derivative(double (*fund(double), doubleX, ... [double *err, double h]);
Source code of programs is presented in the typewriter-like typeface.

Example: The prograrhello.chwith code

int main() {
printf("Hello, world\n");

}

will produce the outpuHello, world! on the screen.

Variables are symbols for which you substitute a value. They are ptedan italics.
Example: modulen (wheren represents the memory module number)

System Variables and System Filenamaes presented in boldface.

Example: startup fildhome/username/.chraor .chrc in directory/home/username in Unix and
C:\ >_chrc or _chrc in directory C\ > in Windows.

Identifiers declared in a program are presented in typewriter-likefagewhen they are used inside
a text.

Example: variablerar is declared in the program.

Directories are presented in typewriter-like typeface when they ard usgde a text.
Example: Ch is installed in the directofysr/local/ch in Unix andC:/Ch in Windows.

Environment Variablesare the system level variables. They are presented in loeldfa

Example: Environment variablRATH contains the directory /usr/ch.
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Chapter 1

System Administration in Windows

This chapter describes the system requirement, installatind system administration for Softintegration
CGl Toolkit in in Windows. To install and configure Ch CGI tarin Windows, you have to login with an
administrative privilege.

1.1 System Requirement for Windows NT/2000/XP/Vista/Windiows 7

The Ch language environment shall be installed before ChToGlkit can be installed. One of Ch Standard,
Professional, and Student Editions can be used for CGI anagring. To install and use CGl toolkit in
Windows, the following minimum requirements should be met:

e Operating System: Windows NT/2000/XP. For Windows NT, #lsbe NT workgroup or Server 4.0
with SP3 or above, Windows 2000/XP/2003/Vista.

e CPU: with a 486 or higher microprocessor.
e Memory: a minimum of 16 Megabytes of RAM.
e Disk Space: 2 Mb.

The CGI Toolkit runs in the following Web servers:

e Microsoft Internet Information Server (1IS) 4.0 or above Windows NT server and Windows 2000/XP/Vista/Wind
7

e Apache Web Server 1.2.6 or above
e Netscape Enterprise Server 3.0 or above

Note: the CGI Toolkit is likely to work in other Web servers. Hovegyother Web servers not listed here
are yet to be tested and verified.

1.2 Installation in Windows

1.2.1 |Install CGI Toolkit in Windows

Before starting the installation, close all running apgiens. If you have installed an older version of the
CGlI Toolkit before, uninstall it off the system first.
To start the installation process from a CD:
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. Login to the computer with an Administrator privilege @ndNT/2000/XP/Vista/Windows 7.
2. Insert the Ch setup CD into the CD-ROM drive.

3. On Windows NT/2000/XP/Vista/Windows 7, the setup precgsrts automatically if AutoPlay for
CDs is enabled. Clichext to continue.

If AutoPlay for CDs is not enabled, use Windows Explorer tgigate from the root directory of the
CD. Then, double-click th&etup.exe file.

Read and accept the Softintegration license agreement.
Enter the product Key

Accept default folder names.

Accept the typical installation and prasgext

Follow the instructions of the setup program to instad#l @Gl Toolkit on your computer.

© © N o g &

Click Finish  to complete the installation

If you reinstall the 1IS web server or install Ch before thetallation of 1IS web server, you need to
run the commancCHHOMEMoolkit\bin\setliISMetabase.exe . The error message created by
setliISMetabase.exe can be found at setliISMetabase.lag.dfror message is found, it means the program
runs correctlyNote that CHHOME is not the string “CHHOME”". Rather, itis the Windows filesystem
path under which Ch is installed. For instance us€:\Ch for CHHOME in Windows.

Note: You are able to quit the installation at any time by pressig<iCancel> button displayed in every
dialog box during the installation. You can also move badatk famth to review your settings by clicking the
<Back> and<Next> buttons.

1.2.2 Uninstall CGI Toolkit in Windows
Stop all the Ch programs.
Click Control Panel in My Computer. Click Add/Remove Programs selectSoftintegration CGl

Toolkit x.xx, wherex.xx is the version number such as 1.00. then Clakd/Remove ... PressYes
if you are asked to completely remove the CGI Toolkit and itsocomponents.

1.3 Web Server Configuration and Setup CGI in Windows

This section addresses issues related to setup and systaemisithtion of CGI Toolkit in Windows
NT/2000/XP/Vista/Windows 7. To run Ch CGI scripts succebgfunder windows, all CGI scripts need
to have.ch as a file extension.
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1.3.1 IS in Windows NT/2000/XP

Install IIS

To install the Internet Information Services (IIS), folldhe procedure as follows.
e click Control Panel
e click Add/Remove Programs
e click Add/Remove Windows Components

e check the Internet Information Services Box

Setup Web Server

If you already have the Internet Information Server (IISupeprior to installing CGI Toolkit, then the in-
stallation of CGI Toolkit will automatically setup regigtand metabase settings for you.

If you reinstall IIS or install the 1IS after the installatioof CGI Toolkit, you need to run the command
CHHOME\toolkit\bin\setlISMetabase.exe to automatically configure web server for you.

e copy C:/Ch/toolkit/demos/cgi/chhtml to C:/inetpub/wwoaet/chhtml
e create directory C:/inetpub/cgi-bin

e copy C:/Ch/toolkit/demos/cgi/chcgi to C:/inetpub/cgmehcgi

Add index.html as a Default Web Page in Windows NT/2000/XP
e click Control Panel again
e click Performance and Maintenance
e click Administrative Tools
e click Internet Information Services
e click the local computer directory
¢ In the local computer directory, click Web Sites
e right click Default Web Site, click Properties
e click the Documents tab

e add default document index.html

In some Windows XP system, you may need to follow the follaypsiteps to add index.html as a default
Web page.

e click Control Panel again
e click Performance and Maintenance

e click Administrative Tools
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click Computer Management

e click to expand Services and Applications

e click Internet Information Services

e click Web Sites

e right click Default Web Site, click Properties
e click the Documents tab

e add default document index.html

Create IIS Virtual Directory for CGI

You need to check with your Web server administrator to getrination about the server document root
directory and CGl directory, as well as its availability.

Here are the steps for you to follow.
1. First launch the Internet Information Services snap-in.

(a) click Control Panel again

(b) click Performance and Maintenance

(c) click Administrative Tools

(d) click Internet Information Services
In some Windows XP system, you may need to follow the follgvsteps to launch the Internet
Information Services snap-in.

(a) click Control Panel again

(b) click Performance and Maintenance

(c) click Administrative Tools

(d) click Computer Management

(e) click to expand Services and Applications

(f) click Internet Information Services

2. Create a web server virtual directocgi-bin . If you have already had one, skip to (3).

e First, create agi-bin  directory in the Web server root directory, which by defé®: \inetpub
and you need to create the direct@y\inetpub \cgi-bin if it does not exist.

e Then select the Web site to which you want to add a directorier fou have clickedNVeb
Sites andDefault Web Site , left click the Action button next to the=ile button,
point toNew, and selecVirtual Directory

¢ In the New Virtual Directory Wizard for alias, entegi-bin

e Enter the Web Site Content Directory with the directory yuostjcreated, which by default is
C:\inetpub \cgi-bin
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e In Access Permission, Make sure optiddsad, Run scripts , andExecute are checked,
while the other options are left unchecked.

Note: If you are using NTFS, you can also create a virtualotlimy by right-clicking a directory in
Windows Explorer, click Sharing, and then selecting the \®bhring property sheet.

3. Copy all files fromCHHOME#oolkit  \demos\CGl\chcgi including the directory chcgi itself to
the directory where virtual directoggi-bin  is associated, which by default@s \inetpub \cgi-bin
You will get C: \inetpub \cgi-bin \chcgi

4. Copy all files fromCHHOME#&oolkit  \demos\CGI\chhtml including the directory chcgi itself
to the Web Server document home directory, whicG:iginetpub \wwwroot by default. You will
getC: \inetpub \wwwroot \chhtml

Start and Stop 1IS Web Server

e click Control Panel again

e click Performance and Maintenance

e click Administrative Tools

e click Internet Information Services

e click the local computer directory

e in the local computer directory, click Web Sites

e right click Default Web Site, click Start to start the webwaaror click Stop to stop the web server.

In some Windows XP system, you may need to follow the follayéteps to start or stop the 1IS Web
server.

e click Control Panel again

e click Performance and Maintenance

e click Administrative Tools

e click Computer Management

e click to expand Services and Applications
e click Internet Information Services

e click Web Sites

e right click Default Web Site, click Start to start the webwaaror click Stop to stop the web server.
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1.3.2 IS in Windows Vista
Install 1S
To install the Internet Information Services (IIS), folldhe procedure as follows.

e click Control Panel

click Program & Features

click Turn Windows Features On of Off

check the Internet Information Services Box

Click World Wide Web Services to expand
Click CGI

Setup Web Server

If you already have the Internet Information Server (IISupeprior to installing CGI Toolkit, then the in-
stallation of CGI Toolkit will automatically setup regigtand metabase settings for you.

If you reinstall IIS or install the 1IS after the installaticof CGI Toolkit, you need to run the command
CHHOMEN\toolkit\bin\setlISMetabase.exe to automatically configure web server for you.

e copy C:/Ch/toolkit/demos/cgi/chhtml to C:/inetpub/wwoaet/chhtml
e create directory C:/inetpub/cgi-bin

e copy C:/Ch/toolkit/demos/cgi/chcgi to C:/inetpub/cgmahcgi

Add index.html as a Default Web Page in Windows Vista

e click Control Panel again

click Administrative Tools

click Internet Information Services

click the local computer directory

In the local computer directory, click Web Sites

click Default Document

add default document index.html
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Create IIS Virtual Directory for CGI

You need to check with your Web server administrator to getrination about the server document root
directory and CGl directory, as well as its availability.

Here are the steps for you to follow.

1. First launch the Internet Information Services snap-in.

(a) click Control Panel again

(b) click Performance and Maintenance
(c) click Administrative Tools

(d) click Internet Information Services

In some Windows XP system, you may need to follow the follgvsteps to launch the Internet
Information Services snap-in.

(a) click Control Panel again

(b) click Performance and Maintenance

(c) click Administrative Tools

(d) click Computer Management

(e) click to expand Services and Applications
(f) click Internet Information Services

2. Create a web server virtual directocgi-bin . If you have already had one, skip to (3).

e First, create agi-bin  directory in the Web server root directory, which by defé®: \inetpub
and you need to create the direct@y\inetpub \cgi-bin if it does not exist.

e Click on the displayed machine name on the left pane.

e Click Sites, then right click Default Web Site, then click d#lirtual Directory on the pull down
menu.

¢ Inthe New Virtual Directory Wizard for alias, entegi-bin

e Enter the Web Site Content Directory with the directory yostjcreated, which by default is
C: \inetpub \cgi-bin

e Select the created virtual directory, under Actions ontriggand side, select Edit permissions

e In Access Permission, Make sure optidRead, Read & execute are checked, while the
other options are left unchecked.

Note: If you are using NTFS, you can also create a virtualottimy by right-clicking a directory in
Windows Explorer, click Sharing, and then selecting the \®bhring property sheet.

3. Copy all files fromCHHOM#oolkit  \demos\CGl\chcgi including the directory chcgi itself to
the directory where virtual directoggi-bin  is associated, which by default@s \inetpub \cgi-bin
You will get C: \inetpub \cgi-bin \chcgi

4. Copy all files fromCHHOMHoolkit  \demos\CGl\chhtml including the directory chcgi itself
to the Web Server document home directory, whicG:iginetpub \wwwroot by default. You will
getC: \inetpub \wwwroot \chhtml
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Add Script Handler
To use Ch for CGl, a script handler needs to be added from lisager as follows:
e click Control Panel again
e click System & Securiy
e click Administrative Tools
e click Internet Information Services (lIS) Manager
e click on the displayed machine name on the left pane.
e click Sites, then click Default Web Site, then click cgi-bin
e double click on Handler Mappings on the mid pane.
e click on Add Script Map on the right pane.
e Fill

Request Path: *.ch
Executable: C:\Ch\bin\ch.exe %s
Name: "Ch"

Then, click Yes

Start and Stop IS Web Server
e click Control Panel again
e click Performance and Maintenance
e click Administrative Tools
e click Internet Information Services
e click the local computer directory
e in the local computer directory, click Web Sites

e click Default Web Site, click Start to start the web serveclak Stop to stop the web server.

1.3.3 1ISin Windows 7

Install 1S

To install the Internet Information Services (11S) in Wina® 7, follow the procedure as follows.
e click Control Panel
e click Programs and Features
e click Turn Windows features on & off

e click Internet Information Services
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Setup Web Server

Copy sample html and CGI code to the Web server as follows:
e copy C:/Ch/toolkit/demos/cgi/chhtml to C:/inetpub/wwoaet/chhtml
e create directory C:/inetpub/cgi-bin
e copy C:/Ch/toolkit/demos/cgi/chcgi to C:/inetpub/cgmraehcgi

The fileindex.html  can be recognized as a default Web page by Windows 7 autaihatic

Create IIS Virtual Directory for CGI

You need to check with your Web server administrator to getrination about the server document root
directory and CGl directory, as well as its availability.

Here are the steps for you to follow.
1. First launch the Internet Information Services snap-in.

(a) click Control Panel again
(b) click Administrative Tools
(c) click Internet Information Services (IIS) Manager

2. Create a web server virtual directoegi-bin . If you have already had one, skip to (3).

e First, create agi-bin  directory in the Web server root directory, which by defé®: \inetpub
and you need to create the direct@y\inetpub \cgi-bin if it does not exist.

e Click on the displayed machine name on the left pane.

e Click Sites, then right click Default Web Site, then click dWlirtual Directory on the pull down
menu.

¢ Inthe New Virtual Directory Wizard for alias, entegi-bin

e Enter the Physical path with the directory you just createdhich by default is
C: \inetpub \cgi-bin

3. Copy all files fromCHHOM€#oolkit  \demos\CGl\chcgi including the directory chcgi itself to
the directory where virtual directoggi-bin  is associated, which by default@s \inetpub \cgi-bin
You will get C: \inetpub \cgi-bin \chcgi

4. Copy all files fromCHHOME#&oolkit  \demos\CGI\chhtml including the directory chcgi itself
to the Web Server document home directory, whicG:iginetpub \wwwroot by default. You will
getC: \inetpub \wwwroot \chhtml

Add Script Handler
To use Ch for CGl, a script handler needs to be added from lisager as follows:

e click Control Panel again

e click Administrative Tools
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click Internet Information Services (lIS) Manager

click on the displayed machine name on the left pane.

click Sites, then click Default Web Site, then click cgi-bin

double click on Handler Mappings on the mid pane.

click on Add Script Map on the right pane.
o Fill

Request Path: *.ch
Executable: C:\Ch\bin\ch.exe %s
Name: "Ch"

Then, click Yes

Start and Stop 1IS Web Server
e click Control Panel again
e click Administrative Tools
e click Internet Information Services (IIS) Manager

e click Start to start the Web server or Stop to stop the Welbesam the right hand pane.

1.3.4 Testing Ch CGlin the Web Server in Windows
Start the web browser, type one of the following URLS,

http://localhost/iishelp/

http://localhost/chhtml/

http://localhost/chhtml/index.html
http://YourComputerName.YourDomain/chhtml/index.htm | or
http://YourComputerName/chhtml/index.html

To test a simple Ch CGI script, you can test the followimgllo.ch code in the cgi-bin directory
C:\inetpub\cgi-bin\chcgi\hello.ch :

#!/bin/ch

printf("HTTP/1.0 200 OK\n");
printf("Content-Type: text/htmh\n\n");
printf("<HTML>\n");
printf("<HEAD>\n");

printf("<Title> Hello World </Title>\n");
printf("</Head>");
printf("<BODY>\n");

printf("<h4> Hello, world </h4>\n");
printf("</BODY>\n");
printf("</HTML>\n");

10
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The above code can be written in CGl classes as follows:

#!/bin/ch

#include <cgi.h>

class CResponse Response;
Response.begin();
Response.title("Hello World");
printf("<h4> Hello, world </h4>\n");
Response.end();

In a plain text, the code can be written as:

#!/bin/ch
printf("Content-type: text/plain\n\n™);
printf("Hello, world\n");

Start the web browser, type one of the following URLS,

http://localhost/cgi-bin/chcgi/hello.ch
http://YourComputerName.YourDomain/cgi-bin/chcgi/he llo.ch
http://YourComputerName/cgi-bin/chcgi/hello.ch

Note: The first line#!/bin/ch can be taken away fromello.chand it still works. We keep it there for
consistency with scripts running under Unix.
Delete Ch demos and samples

If you are going to run Ch programs on a production line, yoy mant to keep only your production code.
You can either delete all Ch provided code or deletecthiebin  virtual directory

In the Internet Information Services snap-in, select thual directorycgi-bin  that you want to delete.
Click the Action button next td~ile button , and selecbelete .

Deleting a virtual directory does not delete the correspun@hysical directory or files.

1.3.5 Apache Web Server in Windows NT/2000/XP

If you want to put all of your CGI scripts into one directorydathe following line to your httpd.conf or
srm.conf file. Note: C:/Program Files/Apache Group/Apache/cgi-bin/ is theatory where CGI scripts
are intended to be put. It can be any directory. )

ScriptAlias /cgi-bin/ "C:/Program Files/Apache Group/Ap ache/cgi-bin/"
Make sure do not use

ScriptAlias /cgi-bin/ "C:\Program Files\Apache Group\Ap ache\cgi-bin\"
After you have made this change, stop and restart the Apachies.
The following is a sample portable Ch CGI code that will workApache in both Windows and Unix.

In windows, you need to copgHHOME\bin\ch.exe to X:\bin\ch.exe first, where X is the drive
where the Apache server is installed suclCas

11
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#!/bin/ch

printf("HTTP/1.0 200 OK\n");
printf("Content-Type: text/htmi\n\n");
printf("<HTML>\n");
printf("<HEAD>\n");

printf("<Title> Hello World </title>\n");
printf("</Head>");
printf("<BODY>\n");

printf("<h4> Hello, world </h4>\n");
printf("</BODY>\n");
printf("</HTML>\n");

Apache provides an emulation of the UNIX shefl/path/to/ch ) syntax. Thus, a path to a valid
interpreter can be put at the top to make it work. You may chatifpin/ch to #!C:\bin\ch.exe
in the above sample code if Ch is installed in C drive.

If you want to enable CGI scripts based on the file extenssbrand CGI outside ScriptAliased directories,
add the following line to either httpd.conf or srm.conf:

AddHandler cgi-script .ch
By default, CGI scripts are not allowed in your DocumentRdioectory, but they are allowed in other
document directories. Document directories are creatéhl tive Alias command in either httpd.conf or
srm.conf:

Alias /document/ "D:/documentsamp/"

You can then include files that end in .ch within a documerdgdary. You will still need to include the #!
line with the full path to the ch.exe interpreter, as showriera

If you want to allow CGI scripts in the DocumentRoot diregtoadd the ExecCGl option to the Options
directive between the:Directory> and </Directory> entry for your DocumentRoot in httpd.conf or ac-
cess.conf.

After you have updated it, your Options directive may looknsthing like:

Options Indexes FollowSymLinks ExecCGl

1.3.6 Netscape Enterprise Web Server in Windows NT/2000/XP

The following information is for Netscape FastTrack Ser2€). Other 2.0 and 3.0 Netscape Servers (Com-
munications, Enterprise) should be similar.

To set up Ch for Win32 to run on the FastTrack Server, you neeqstall the FastTrack Server based on
the documents from Netscape.

After the installation of Ch, you need to restart the Web serv

12
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Set up a Shell CGl directory to run Ch CGI scripts. A regular @i@ectory will not work — that is only for
executable files. You set this up with the FastTrack Admmiatst; see the documentation for details.

If you would like to access Ch CGI scripts in other directsyigou need to associate an extension, such as
.ch, with the MIME type. Before you follow these steps, youstadd at least one Shell CGl directory - this
will enable shellcgi on your server (you can delete thisaogy, and shellcgi will remain enabled). Follow
these steps to associate .ch with the MIME type:

¢ In the Server Administrator, click Server Preferences) $edect MIME Types from the frame on the
left.

e Add a new MIME Type with magnus-internal/shellcgi as the @oh Type, and ch as the File Suffix.
If a type for magnus-internal/shellcgi already exists,diradd ch to the list of File Suffixes. Don't
include the leading dot on the file suffix.

e Save and apply these changes. You should be able to put a Cea@@lin any directory, provided
the script ends with the .ch suffix.

If you are having trouble running CGI scripts on your Netsaprver, check the following:

e Ensure that the script is readable by the account used bydtezdpe service. Generally, this means
you should make the script readable by the Everyone group.

e Ensure that all supporting files, like the Ch binary files, @elibrary files, and the modules that you
use, are all readable by the account used by the Netscapees@m., the Everyone group).

e Check the Error log of the FastTrack server if your CGI satipés not work.

e Because Netscape servers run as services, you need to makbatfiles and environment variables
are available to them.

e Since Netscape uses associations to run scripts, and P@®8ata is sent through thetdin  data
stream to a program, this may be related to the problems okrtiwhn in handling Posted data with
Ch programs.

1.3.7 Configure Other Web Servers to Support Ch CGI

If other Web servers are used, check the server’'s docunamtat how to set up a CGl interpreter.

In general, set up a directory where executable scriptsrgbpat your Ch script there. Make sure that the
user account that the Web server uses can read the scrifitethemay need to be readable for the Everyone

group.

Because most Web servers run as services, you need to takal speps to make sure that files and envi-
ronment variables are available to them.
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Chapter 2

System Administration in Unix

This chapter describes the system requrements, installathd administration for the Softintegration CGl
Toolkit in Unix.

2.1 System Requirements for Unix

The Ch language environment shall be installed before ChT@@lkit can be installed. One of Ch Standard,
Professional, and Student Editions can be used for CGIl anogning. The CGI Toolkit is supported in the
following Unix operating systems.

e Solaris 2.6 or above

HP-UX 10.20 or above

Linux on Intel architectuer (kernel 2.4.20-8 or above)

LinuxPPC on Power architecture (kernel 2.6.10-1 or above)
e Mac OS X 10.3 or above
e FreeBSD 5.1 or above
The hardware requirement for the Intel Linux platform is
e Pentium/90Mhz or above
e A minimum of 16 Megabytes of RAM
e Disk space of 2 Mb.

The CGI Toolkit has been tested with the following Web sesvéletscape Enterprise Server (3.0 or above)
and Apache Web Server (1.2.6 or above).

2.2 Install Apache in Unix

The Apache HTTP Server is an open-source secure, efficiehestensible HTTP server that provides
HTTP services in sync with the current HTTP standards. Mefarination concerning the Apache HTTP
Server can be found on the Web at http://httpd.apache.org.
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The installation procedures and the location of the condigom files and webserver root directory are
Linux distribution dependent. Listed below are instadlatguidelines for a few common Linux distributions.
Please refer to your specific distribution’s website and¥pache website for more information on installing
and trouble shooting Apache.

2.2.1 Installing Apache under Ubuntu

Login your system and run the Synaptic Package Manager whkiehgraphical program for installing
packages. You can launch Synaptic fr@ystem -¢, Administration -¢, Synaptic Package ManagefThe
Systemmenu should be the third menu on the menubar. Synaptic vkilf@asan adminstrative password.
Scroll the right window pane which shows a listing of avaiéapackabes until you find 'apache2’. Right
click on the package and select 'mark for installation’ almelnt click 'Apply’ at the top of the program. It
will show you a listing of other required packages that neeld installed. Click 'Okay.” Once all of the
packages have been installed, close Synaptic and open iaaér@tart Apache by running

/etc/init.d/apache?2 start
Open a Web browser and type
http://127.0.0.1

into the URL. A page either showing the Apache logo and othfarmation or a page saying “It works”
should be displayed.

By default, the configuration files are located unédc/apache/ The webserver root directory is under
Ivarlwww/ and the cgi-bin directory is undéusr/lib/cgi-bin.

2.2.2 Installing Apache under Fedora

Login your system and run the Fedora package manager. Umel€edora menu, select the “Add/Remove
Software.” Then type in your root password when promptede package manager window should pop
up. Then click on the ‘Search’ button and search for apacteecSthe Apache 2 package by checking
the box located to the left of the package name. Then clickApply’ button at the bottom right of the
program. The package manager will ask for a confimation t@linthe packages and any dependencies.
Select ‘Continue’. Once the installation of the packagesamplete, exit out of the package manager.
Open a terminal and start the Apache server with

/etc/init.d/httpd  start
Open a Web browser and type in
http://127.0.0.1

into the URL. A page either showing the Apache logo and othfarmation or a page saying “It works”
should be displayed.

For Fedora 5.0, by default, the configuration files are latateler/etc/httpd/. The webserver document
root directory is undefvar/www/html and the cgi-bin directory is undérar/www/cgi-bin.
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2.2.3 Installing Apache under Gentoo

The Gentoo Wiki has a nice installation page for Apache owihb at http://gentoo-wiki.com/Apachdastall.
Open up a terminal. Either log in as root, su into root or usibsand runemerge -av apache Once
portage has finished compiling and installing Apache, gtarith

[etc/init.d/apache2 start
Open a Web browser and type in
http://127.0.0.1

into the URL. A page either showing the Apache logo and othfarmation or a page saying “It works”
should be displayed.

The configuration files are located undetc/apache2/ The webserver document root directory is under
Ivariwww/localhost/html and the cgi-bin directory is undérar/www/localhost/cgi-bin.

2.3 Install and Uninstall CGI Toolkit in Unix

2.3.1 Install CGI Toolkit in Unix

If you have older version installed, uninstall that versimm the system first..
If you have the CD with you, install the CGI Toolkit in the foling steps.

1. Login as root

2. Insert the Ch setup CD into the CD-ROM drive. Depending @ fiour operating system is config-
ured, your CD drive may be mounted automatically. If the Cealis not mounted, you must mount
it before continuing.

3. Goto your CD-ROM directory where the CD-ROM is mounted.

4. Run the following command.

ch ./install.ch

2.3.2 Uninstall CGI Toolkit in Unix

Remove all components of CGI Toolkit from the CHHOME diregtavhere you installed ChNote that
CHHOME is not the string “CHHOME”". Rather, it is the Unix files ystem path under which Ch
is installed. Under Unix, the default directory for installing Ch vensi@.0 is/usr/local/ch2.Q and the
symbolic /usr/local/ch or /usr/ch will be created, and CHWBwill be set to either /usr/local/ch or /usr/ch.
More specifically, remove filelsbcgi.dl andlibwcgi.dl in the directoryCHHOME/toolkit/dl ,
cgi.h andwcgi.h in CHHOME/toolkit/include , and directorieCHHOME/toolkit/lib/cgi
andCHHOME/toolkit/demos/CGl
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2.3.3 Install CGI Toolkit in Max OS X

1. Download the compressed file from the Softintegrationsiteb

2. Your Mac OS X shuttle will uncompress the file and createractiory chcgi-3.5.1.macosx in your
Desktop. If not, you can untar and decompress the downlofildeslith the command below.

gzip -cd chcgi-3.5.1.macosx.tgz | tar xvf -

3. Gotochcgi-3.5.1.macosx Foldérom Mac OS X Desktop, then double click chcgi-3.5.1.pkg god
can follow the instructions to install.

2.3.4 Uninstall CGI Toolkit in Mac OS X

You will have to be the root user for uninstalling Ch.

° remove /usr/local/ch/docs/chcgi.pdf
remove /ustr/local/ch/toolkit/include/cgi.h
remove /usr/local/ch/toolkit/include/wcgi.h
remove /usr/local/ch/toolkit/dl/libcgi.dl
remove /usr/local/ch/toolkit/dl/libwcgi.dl
remove /ust/local/ch/toolkit/lib/cgi
remove /usr/local/ch/toolkit/demos/CGlI
remove /usr/local/ch/toolkit/release/release_CGlI
remove /usr/local/ch/toolkit/license/license_CGlI

e remove the package receipt file "/Library/Receipts/ct&gi-1.pkg”

2.4 Configuration and Setup of Web Browsers in Unix

Ch is denoted by a specific file extension, witth as the default Ch file extensiorghsas the safe Ch file
extension. Both the Web browser and server can be configaradté advantage of internet computing.

1. Copy the fileCHHOME/config/.mime.typesto your home directory or append the following to your
existing file™ /. mime.typesin the user’s home directory

# handle CH language environment
application/x-chs chs

2. Then, copy the filCHHOME/config/.mailcap to your home directory or append the following to
your existing file” /.mailcap in the user’s home directory.

#handle CH language environment
application/x-chs; ch -S %s

When file™ /.mailcap in user’s home directory is changed, the Web browser neduks testarted to make it
effective.
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2.5 Configuration and Setup of Web Servers

This section addresses the issues related to the setup stachsgdministration of the CGI Toolkit in Unix,

Mac OS X, and Gumstix.

2.5.1 Apache 1.0 Web Servers

For the Apache Web server, add the following line to $iéever_home dir/conf/mime.types
application/x-chs chs

If you want to enable CGI scripts based on an extension, ssicthayou need to add the following line to
either httpd.conf or srm.conf or apache2.conf:

AddHandler cgi-script .ch

To use dynamically linked libraries itusr/ch/extern/liband/ustr/local/lib, add the following line to either
httpd.conf or srm.conf or apache2.conf:

SeteEnv LD_LIBRARY_PATH /usr/ch/extern/lib:/usr/local/ lib

After the above changes, the Web server needs to restandahtainges to be effective.

To test Ch CGI in a Apache web server in Mac OS X, copy CHHOM#kitdemos/CGl/chhtml
directory to /Library/WebServer/Documents/chhtml, andHOOME/toolkit/demos/CGl/chcgi directory to
[/Library/WebServer/CGl-Executables/chcgi. Then, clickyperlinks in your web site
http://lyour.MacMachine.website.com/chhtml/

2.5.2 Apache 2.0 Web Servers

No configuration modifications are required.

2.5.3 BOA Web Servers on the Gumstix

By default, a BOA Web server is installed and run on Gumxstido configuration modifications are
required. By default, the configuration file is located un@gc/boal The webserver root directory is
Ivarlwww/ and the cgi-bin directory i&isr/lib/cgi-bin.

2.5.4 Netscape Web Server

If you administer a Web server and want to generate a Ch djppiata Web server, add the following line to
the Netscape Www server configuration file mime.types located in
serverhomedir/https-8Qor_http/config/mime.types

type=application/x-chs exts=chs

2.6 Testing Ch CGI Scripts and demos

To run the sample code of Ch from the Web sever, createhtml| directory in the Web server document
root directory where your Web documents are located, aratem@chcgi  directory in your Web server
cgi-bin directory.
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2.6.1 Hardcopying the Ch CGI Scripts and Demos

Then, copy all files including the subdirectories from CHHBMbolkit/demos/CGl/chhtml to web-server-
document-root/ and all files from CHHOME/toolkit/demos/lZfhcgi to webserver-cgi-bin-directory/. Then
you will have the directory web-server-document-roottatlrand webserver-cgi-bin-directory/chcgi.

For example, under Redhat, copy {usr/local/ch/toolkitide/CGl/chhtml to
Ivarlwww/html and /usr/local/ch/toolkit/demaos/CGl/ghdo /var/www/cgi-bin using

cp -r lusr/local/ch/toolkit/demaos/CGl/chhtml /variwww/ html
cp -r /usr/local/ch/toolkit/demos/CGl/chcgi  /variwww/c gi-bin
2.6.2 Symbolic Linking the Ch CGI Scripts and Demos

Instead of copying files, a symbolic link can be created devid

In -s /usr/local/ch/toolkit/demos/CGl/chhtml /var/www/ html/chhtml
In -s /usr/local/ch/toolkit/demos/CGl/chcgi  /var/www/c gi-bin/chcgi

Some Web servers, such as Apache 2.0, require a modificatibe tonfiguration file in order to allow the
system to follow symbolic links. Please refer to your Welveedocumentation.
2.6.3 Setting Up the Correct Permissions

In order to make sure the permissions are setup correctiytheifollowing

chmod -R 755 /var/www/html/chhtml
chmod -R 755 /var/www/cgi-bin/chcgi
2.6.4 Trying the Demos
Try the following URLSs in your Web browser:

http://127.0.0.1/chhtml/ or

http://localhost/chhtml or
http://YourComputerName.YourDomain/chhtml or
http://YourComputerName/chhtml
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Chapter 3

Common Gateway Interface

Common Gateway Interface (CGI) is a standard that specifiesdxternal programs interface with a Web
server. One of the most important applications of CGl is liagdill-out forms. A CGI program located
on a host machine’s Web server can accept a user’s inputghradill-out form and generate Web pages
dynamically.

3.1 Common Gateway Interface in Ch

A CGl program can be written in any language that allows ita@kecuted on a host computer where a Web
server is located. The most commonly used languages for C@kaent are C and Perl. CGI programs
written in C or C++ normally have to be compiled. These coatpiprograms are difficult to modify and
maintain. Therefore, many people prefer to write CGI proggan Perl which is interpretive and resembles
C language. However, it is difficult to develop and maintairge programs in Perl. Ch can be used for
common gateway interface directly without compilationasdo speed up the development process greatly.
More importantly, it can leverage a large body of existingrGgpams.

There are many security features built into the Ch languagieament for internet computing. A CGl
program is normally run in a regular Ch shell. A webmastere@mine all CGI programs by looking at
the source code directly. The execution environment forit&i san be controlled by modifying the startup
file .chrc in Unix and_chrc in Windows. A Ch script starting with

#!/bin/ch

at the first line of the program can be executed as a regulardgjtgm without any modification by a Web
server in both Unix and Windows.

The path for commands executable by the Ch shell is controllg system-wide startup file
CHHOME/config/chrc which includeschrcin Unix and_chrc in Windows at the home directory of the ac-
count that executes CGI programs. The startupdiec can be modified to restrict the programs executable
by the CGI program.

3.2 Classes for Common Gateway Interface

The enterprise edition of the Ch language environment isldapof common gateway interface. It con-
tains several classes and demonstrations CGI programsCGh@rograms can be found in the directory
CHHOME/toolkit/demos/CGI. On-line documentation and denof CGI in Ch are available on the Web.
Header filecgi.h contains the definition of classes suchCGigesponseCRequest CServer, andCCookie
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classes, and their member functions as well as defined cissiEhese classes provide convenient mecha-
nisms for common gateway interface. Member functions cf¢reasses are listed in Tabled 3.[1d 3.4. The
CResponselass is typically used with the following syntax:

#include <cgi.h>

|
class CResponse Response;
|

Response.setContentType(content);
Response.begin();

* .o

Response.end();

Two generic data typeshchar andchstrarray are typedefed in the header fidgi.h as follows.

typedef char  chchar;
typedef char** chstrarray;

When the Unicode is used, these two generic data tygbesiar andchstrarray, are typedefed in the header
file wcgi.h as follows.

typedef wchar_t  chchar;
typedef wchar_t** chstrarray;

The content type delivered to the Web browser is handled hgtion CResponsesetContentTypd). Any
CResponse::set*()member function should be called befdt&kesponsebegin() is called. Before the
program ends, the functioBResponseend() should be called. Detailed description of each functian c
be found in the chapter about common gateway interfacehmn Ch Language Environment — Reference
Guide

3.3 Processing Fill-Out Forms

A simple CGI Ch program for handling forms will be presentgdain example of ordering a pizza through
cyberspace as shown on the Web page in Fifude 3.1, whose HBltces code is shown in Progrdm13.1.
Here, the street address and telephone number of a custoenemtared through the default text input of a
fill-out form. The choice of topings for the pizza is enterbdbtigh the check boxes. More than one toping
can be selected. There are two different request methodandldn a fill-out form: one is called POST,
the other is GET. In the default request method of GET, the@ed fill-out form contents are appended to
the URL as if they were a normal query through the environalerariableQUERYSTRING. On the other
hand, the fill-out form contents in the method of POST are s®ttie server through stdin rather than as a
part of a URL. When the request method of POST is used, thecemaent variableC ONTENILENGTH
can be used to determine how much data shall be read from d$tdthis example, the request method of
POST is used as shown near the beginning of Pro@ram 3.1. Thpré@am form.ch located in the default
Ch/CGI program directory cgi-bin/ch of a Web server to psscthis fill-out form is indicated by the field
ACTION in Progranf:311. The role of CGl in this example is toabtthe customer’s street address, phone
number, and selection of topings. If an automatic pizza nwaknachine is used, pizzas can be made and
delivered automatically.

The simple CGI Ch program form.ch in Progr&ml 3.2 can obtagniriput submitted through a fill-out
form. As explained before, to run this CGI program as a Chpsani a Web server, the following line of
code
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Table 3.1: Member functions of cla@Response

Function Description

addCookig)) adds a specified cookie with attributes.

addHeaden) adds an HTTP header to the HTTP response.

begin() begins to send outpukandatory in CGI .

end() ends standard outputor CGI only .

exit() causes the server to stop processing a script and return.
flush() sends buffered HTML output immediately.

getBuffer() retrieves the value of thBuffer property.
getCacheControl) retrieves the value of th€acheControl property.
getCharSet) retrieves the value of theharSet property.
getContentTyp€)) retrieves the value of th€ontentType property.
getExpirey) retrieves the value of thEéxpires property. i
getExpiresAbsolutd) retrieves the value of thExpiresAbsolute property.
getStatug) retrieves the value of th8tatusproperty.

PICS() adds a value to the PICS label field of the header.
redirect() causes the browser to attempt to connect to a different. URL
setBuffer() sets the value of thBuffer property.

setCacheContro() sets the value of th€acheControl property.

setCharSe() sets the value of thEharSet property.

setContentTyp€) sets the value of th€ontentType property.

setExpirey) sets the value of thExpires property.

setExpiresAbsolutd) sets the value of thExpiresAbsolute property.

setStatug) sets the value of thBtatus property.

title () sets the title of an HTML pagd-or CGl only.

Table 3.2: Member functions of cla€Request

Function Description
binaryRead() retrieves the bytes that were read by an HTTP Post and jilaate a buffer.
getCookig) retrieves a cookie.
getCookieg) retrieves all cookies.
getForm() retrieves a value of the specified name which was read by
POST or GET method.
getFormy) retrieves all values of a specified name which were read®$Por
GET method.

getFormNameValug) retrieves all pairs of name and value that were read by P&@$3IET method.
getServerVariablg)) retrieves the value of a specified ServerVariable.
getTotalBytey) retrieves the size of the current request in bytes.

Table 3.3: Member functions of cla&Server.
Function Description
HTMLEncode() applies HTML encoding to the specified string.
URLEnNcode() applies URL encoding rules, including escape characterthe specified string.
mapPath() maps the specified relative or virtual path to the corradpw
physical directory on the server.
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Table 3.4: Member functions of clagookie.

Function Description

addPort() adds a new port into the portlist of the cookie. For versiamly.
getCommen() retrieves theCommentattribute of the cookie. For version 1 only.
getCommentURL() retrieves the&CommentURL attribute of the cookie. For version 1 only.
getDiscard) retrieves théDiscard attribute of the cookie . For version 1 only.
getDomain() retrieves thédomain attribute of the cookie.

getMaxAgg) retrieves maximum age of the cookie.

getNam«) retrieves the name of the cookie.

getPath() retrieves the path on the server to which browser retir@sookie.
getPorty) retrieves all ports in the portlist of the cookie. For versl only.
getSecurg) determines if the browser is sending the cookie only ov&@ure protocol.
getValug) retrieves the value of the cookie.

getVersion() retrieves the version of the protocol the cookie comphéh.
setComment) sets theComment attribute of the cookie. For version 1 only.
setCommentURL() sets theCommentURL attribute of the cookie. For version 1 only.
setDiscard) sets theDiscard attribute of the cookie. For version 1 only.
setDomain() sets theDomain attribute of the cookie.

setMaxAgd) sets maximum age of the cookie.

setNamg) sets the name of the cookie.

setPath() sets the path on the server to which browser returns thideoo
setSecuré) sets theSecureattribute of the cookie.

setValug) sets the value of the cookie.

setVersion) sets the version of the protocol the cookie complies with.

23



CHAPTER 3. COMMON GATEWAY INTERFACE

— Netscape: Fill-Out Form Example

3.3. PROCESSING FILL-OUT FORMS

El & Merrbers | Webliail| # Connections | ¢ Bizloural| ¢ SranUpcate | 42 Mkiplacs

w“ Bookmarks Location:§ http: / /. softintegration. con/ogiforderpizas. himl |/

@7 what's Related

Fill-Out Form Example

This is fill-out farm example, with multiple text entry fields and checkboxes.

Godzilla’s Pizza —— Internet Delivery Service

Type in your street address:l]:!avis, California |

Type in your phone number: |1 23-456-7890 |

Wi'hich toppings would you like?

1. [« Pepperoni.
2. [ Sausage.
3. [] Anchovies.

To order your pizza, press this button: || Crder Pizza| |.

AR EEEA

Figure 3.1: Part of the fill-out form for ordering a pizza thgh the cyberspace.

<HTML>

<TITLE>Fill-Out Form Example </TITLE>
<BODY>

<H1>Fill-Out Form Example </H1>

This is a fill-out form example, with multiple text entry
fields and checkboxes. <P>
<HR>

<FORM METHOD="POST" ACTION="/cgi-bin/ch/form.ch">
<H2>Godzilla’'s Pizza -- Internet Delivery Service</H2>

Type in your street address: <INPUT NAME="address"> <P>
Type in your phone number: <INPUT NAME="phone"> <P>
Which toppings would you like? <P>

<OL>

<LI> <INPUT TYPE="checkbox" NAME="topping" VALUE="peppe
<LI> <INPUT TYPE="checkbox" NAME="topping" VALUE="sausa
<LI> <INPUT TYPE="checkbox" NAME="topping" VALUE="ancho
</OL>

To order your pizza, press this button: <INPUT TYPE="submit
VALUE="Order Pizza">. <P>

</[FORM>

<HR>
</BODY>
</HTML>

roni"> Pepperoni.
ge"> Sausage.
vies"> Anchovies.

Program 3.1: Fill-out form in html file for ordering pizza.
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#!/bin/ch
#include <cgi.h>

int main() {
chstrarray value;
class CResponse Response;
class CRequest Request;

Response.setContentType("text/html");
Response.begin();

Response.title("CGl FORM results");
printf("<H1>CGIl FORM test script reports:</H1>\n");

printf("The following 4 name/value pairs are submitted<p> \n");
printf("<ul>\n");

printf("<li> <code>address = %s </code>\n", Request.getF orm("address"));
printf("<li> <code>phone = %s </code>\n", Request.getFor m(“"phone™));

Request.getForms("topping”, value);

printf("<li> <code>topping = %s </code>\n", value[0]);
printf("<li> <code>topping = %s </code>\n", value[1]);
printf("</ul>\n");

Response.end();

Program 3.2: A CGlI program form.ch for processing a fill-aart.

#!1/bin/ch

shall be added at the beginning of the program. For an iitige purpose, in this example, program form.ch
only decodes the user’s input, and generates a dynamic WgbipaHTML format. The programming
statement

Response.setContentType("text/html");

indicates that the content type of the output is a text in HTidimat. Other content types such as plain
text or graphics can also be generated dynamically. By tiefdne content type istext/html " from
Ch-CGil. In Ch-CGl, all properties of a CResponse object aghkontent type must be set up before the
function CResponsebegin() is called, which starts output. For the content type of IlhEmt, member
function CResponsetitle () can be used conveniently to add title and body tags. The breffiunction
CResponsetitle () is implemented with the following source code.

void CResponse::title(char* titleName) {
printf("<htmI>\n");
if (titteName != NULL)
printf("<head> <title> %s </title></head>\n", titteName );
printf("<body bgcolor=\"#FFFFFF\">\n");

}
If more elaborative output is desired, the user may writeleeaformation directly using functioprintf ()
instead of using functio®Responsetitle (). If the content type is nottext/html ", member function

CResponsetitle () shall not be used.
The names and values submitted in a fill-out form can be obdaimthe CGI program by member func-
tions CResponsegetForm(), CResponsegetFormy), or CResponsegetFormNameValug). Because
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Netscape:

CGl FORM test script reports:

The following 4 name/value pairs are submitted

® address = Davis, California
® phone = 123-456-7890

® topping = pepperoni

® topping = sausage

= 0% d e | d [P ] Ea) | |

Figure 3.2: Dynamic Web page in html format generated by GGgimam form.ch.

Netscape:

3 ﬁ‘i a -cs ]

Home | Search  |Netscape Frint | Security

Content-type: tezt/html

«H1>»>CGI FORM test script reports:</Hl>

The following 4 name/value palrs are submitted<p>
“ul>

<lir» «<coderaddress = Davis, California</code>
=1li> <code>phone = 123-456-7890</code>

<li> <codertopping = pepperoni</code>

«<li> <codertopping = sausage</codex

<ful>

5 000000000 la[=l=la]s]

Figure 3.3: Dynamic Web page with plain text generated by @@¢ram form.ch with optiorg .

there are multiple values associated with nam@ping , member functionCResponsegetFormy)) is
used in the prograrform.ch . A CResponse object will be terminated by the funci@iResponseend().
The Web page in html file format generated dynamically by t&¢ g@ogram form.ch is shown in FigureB.2.

A CGI program with -g option turns the Web browser into a textsole. The CGI program will print
output in plain text on the Web browser for the conveniencdetifugging. For example, optieg can be
used in the first line of CGI prograform.ch in Prograni-3R by changing

#/bin/ch
to
#l/bin/ch -g

Although the content type is text/html, the output is digplhas a plain text as shown in Figlirél 3.3 for the
output of the modified CGI program with optieg .

Note: The latest version of IIS in Windows will display error messages in the browser correctly
without using option -g for CGlI .
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3.4 Verbatim Output Blocks Using fprintf

A block of the verbatim output can be achieved using the featfifunctionfprintf . The syntax for a block
of verbatim output is
fprintf stream<< TERMINATOR

TERMINATOR
or
fprintf stream<< “TERMINATOR

TERMINATOR
wherestreamis a valid file stream and terminattERMINATORSs a valid identifier that have not been used
as a keyword or variable name in the program. Macro nameb,atEND”, can be used as the terminator,
since they are processed verbatim without macro expansiihisi case. It is recommended that an identifier
of all capital letters is used. The verbatim block outputgdprintf has the following constraints.

e White spaces and comments can follow the first terminator.

White spaces can precede the second terminator.

The second terminator shall be terminated with a new lineactiar. No character, even a white space,
is allowed to appear after the second terminator.

All characters, including white characters and commemisyéen the first and last lines are processed
verbatim.

The first terminator can be enclosed in double-quotes, velsetfee second shall not. If the first ter-
minator is enclosed in double-quotes, the dollar signwithin the enclosing block will be treated
verbatim. Otherwise, the single dollar sigh is used for variable or expression substitution. Two
syntaxes of

$var and Hvar}

can be used for variable substitution. The variable namgmbsl to be expanded may be enclosed
in braces, which are optional but serve to protect the viritthbe expanded from characters imme-
diately following it which could be interpreted as part ogthame.

The variable in a variable substitution could be a predefidentifier; a user-defined variable of string,

pointer to char, integral, floating-point, or complex datpg; an environment variable; or undefined
symbol. For a variable substitution, the Ch shell will firesagch the Ch name space for the variable
name according to its scope rule. If the variable is not ddfitieen it searches the environment
variables of the current process. If no variable with thecpe name is found either in Ch space or
environment space, no substitution will take place and #r&ble is ignored.

e Expression substitution in the form of
$(expression)

can be used to substitute the valid Ch expression with itdtrééhe expressioshall be an expression
of string, pointer to char, integral, floating-point, or qolex data type.

e The variable or expression substitution can be preventeprégeding the ‘$’ with a\’’. A ‘$' is
passed unchanged if followed by a blank, tab, or end-of-line
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e A value through variable substitution or expression stltstn will be printed out using a default
format control string for its data type.

For example, if the programerbat.ch  consists of the following programming statements,

#include <stdio.h>

int sum = 2

fprintf stdout << END /* This is a comment */
[* this is verbatim output */
sum = \$$sum
sum + 1 = \$$(sum+1)

END

The result from executingerb.ch is shown as follows.

> verbat.ch
[* this is verbatim output */
sum = $2
sum + 1 = $3
>
In command

sum = \$$sum

the escape charactar'‘is used to print out as a single dollar sign, and the syn$isoim is substituted with
the value ofsum, i.e. 2. In the next command

sum + 1 = \$$(sum+1)

the symbol$(sum+1) indicates an expression substitution. It is replaced byréisalt of the expression
sum+1, i.e. 3. The comment following the first terminateNDand the white spaces preceding the second
ENDare ignored. But, the comment inside the block is printedvetbatim.

By default, a variable of double type is printed out with faligits after the decimal point whereas a
variable of float type is printed out with two digits after tthecimal point. To print out a variable of double,
one may cast it to float before printing it out if the value ighin the representable range of float type. For
example, $((float)d) can be printed out with two digits aftecimal point, $((int)d) with integral part only.

Often time, a block of HTML code needs to be sent as a standdaplibstream in a CGI program. For
example, Prograin-3.3 will generate the code below,
which displays the textiello, world in a web browser. According to the HTTP protocal, the line

Content-Type: text/html

must start without any white space, and there must be onlyrgotyeline without white space following it.
Using the verbatim output feature, the above Ch CGI programbe simplied as ProgramBB.4. Note that
the value otello is retrieved by using the dollar sign $ inside the verbatirtpatiblock,
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/* File: genereatehtml.c */
#include <stdio.h>
int main() {

char hello[] = "Hello, world";

printf("Content-Type: text/htmi\n\n");
printf("<HTML>\n");
printf("<HEAD>\n");

printf("<Title> Hello, world </Title>\n");
printf("</Head>");

printf("<BODY>\n");

printf("<h4> %s </h4>\n", hello);
printf("</BODY>\n");
printf("</HTML>\n");

return O;

Program 3.3: Generating an html file.

#!/bin/ch
/* File: genereatehtml.ch */
#include <stdio.h>
int main() {
char hello[] = "Hello, world";

printf("Content-Type: text/htmi\n\n");
fprintf stdout << ENDPRINT
<HTML>
<HEAD>
<Title> Hello, world </Title>
</Head>
<BODY>
<h4> $hello </h4>
</BODY>
</HTML>
ENDPRINT
return O;

Program 3.4: Using fprintf for a block output.
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As another example, the functi@@ndApplet()  below generates a C program.

void sendApplet(char *x, char *y, char *expr) {
fprintf(stdout, "#include<stdio.h>\n");
fprintf(stdout, "int main() {\n");

fprintf(stdout, " double x = %s;\n", Xx);
fprintf(stdout, " double y = %s;\n", y);
fprintf(stdout, " printf(\"x = %%f, \", x);\n");

fprintf(stdout, " printf(\"y = %%f \\n\", y);\n");
fprintf(stdout, " printf(\"%s = %%M\n\", %s);\n", expr, e Xpr);
fprintf(stdout, "A\n");

}

This functionsendApplet()  can be rewritten in Ch as follows.

void sendApplet(char *x, char *y, char *expr) {
fprintf stdout << ENDFILE
#include<stdio.h>

int main() {
double x = $x;
double y = $y;

printf("x = %f", x);
printf("y = %f\n", y);
printf("$expr = %f\n", $expr);
}
ENDFILE

}

where the values of variablaes y andexpr are obtained using operator $.

3.5 Dynamic Web Plotting

Plotting through CGI programs is very useful for many Webkdshapplications. With Ch Professional
Edition and CGl toolkit, plots can be very easily generatgaaanically on-line. How to generate a dynamic
plot will be presented in this section. We will also desctilogy data is encoded and decoded for transferring
among the browser, Web server, and CGI programs.

In a Web-based plotting, the parameters for plotting arerstiéed from a Web browser, shown in Fig-
ure[3:2, with its corresponding HTML file in Progrdm13.5 anda@aed by the browser. The parameters as
name-value pairs are decoded by member fundiiBequest.getFormNameValu€) in first CGI program
webplotl.ch shown in Prograni_3l6. They are then passed as query strintpe teecond CGI program
webplot2.ch shown in Prograni-3l7. These parameters are obtained agag member functiorCRe-
guest:.getFormNameValud). The plot generated as a PNG file and displayed through abitfeser is
shown in Figuré-315 .
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— Netscape: CGl-Based Web Plot

,

CGl-Based Web Plotter

2D Plotter

Function: y = |Isin(lcg1El(x*x)) |
X-min: H-max: Number of points:
]

] I E A EE

Figure 3.4: A Web-plotter based on the fill-out form.

<HTML>

<HEAD>

<TITLE>

CGl-Based Web Plot

</TITLE>

</HEAD>

<BODY bgcolor="#FFFFFF" text="#000000" vlink="#FF0000" >
<H1>

CGIl-Based Web Plotter

</H1>

<HR>

<H2>2D Plotter</H2>

<PRE>

<FORM method="post" action="/cgi-bin/chcgi/toolkit/de mos/sample/webplotl.ch">

Function: y = <INPUT name="expression" value="sin(log10( X*x))" size=35>

X-min: <INPUT name="xMin" value="0.1" size=5> X-max: <INP UT name="xMax"

value="1" size=5> Number of points: <INPUT name="numpoint s" value="50" size=5>
<INPUT type="submit" value="Plot"> <INPUT type="reset" v alue="Reset">

<HR>

</BODY>

</HTML>

Program 3.5: HTML file for submitting plotting parameters.
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#!/bin/ch
#include <cgi.h>

int main() {
int i, num;
chstrarray name, value;
class CResponse Response;
class CRequest Request;
class CServer Server;

num = Request.getFormNameValue(name, value);

Response.setContentType("text/html");

Response.begin();

Response.title("Web Plot");

printf("<center>\n");

printf("<img src=\"/cgi-bin/chcgi/toolkit/demos/samp le/webplot2.ch");

for (i=0; i<num; i++){
putc(i == 0 ? '?' : '&, stdout);
fputs(Server.URLEncode(nameli]),stdout);
putc(=", stdout);
fputs(Server.URLEncode(valuel[i]),stdout);

}

printf("\">\n");

printf("</center>\n");

Response.end();

Program 3.6: CGI program webplotl.ch
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#!/bin/ch
#include <cgi.h>
#include <chplot.h>

int main() {
double MinX, MaxX, Step, X, V;
int pointsX, pointsY, i;
chstrarray name, value;
class CResponse Response;
class CRequest Request;
class CPlot plot;

Request.getFormNameValue(name, value);
MinX = atof(value[1]);

MaxX = atof(value[2]);

pointsX = atoi(value[3]);

double x1[pointsX], yl[pointsX];

Step = (MaxX - MinX)/(pointsX-1);
for(i=0;i<pointsX;i++) {

X = MinX + (i*Step);

y = streval(value[0]);

x1]i]

ya(i]
}

X3
Y

Response.setContentType("image/png");
Response.begin();

plotxy(x1, y1, value[0], "X", "Y", &plot);

[* output plot in color png file format */
plot.outputType(PLOT_OUTPUTTYPE_STREAM, "png");

plot.plotting();
Response.end();

Program 3.7: CGI program webplot2.ch
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— Netscape: Web Plot r

4= \”:iﬁ 2 n:t £z§§

Back | Forward | Reload Home | Search |Netscape Fiint | Security top

E § " Bookmarks Lacation: | [littp . / /v, softintegration. com/cgis/webplot 1. egi

7| What's Related

gintloglocxke )

= 0% Jelael=mle]l

Figure 3.5: Plot generated through the Web plotting.

3.6 Uploading Files to a Web Server

Many applications need to upload files to a Web server. Fampla files can be uploaded and attached to
an email, then sent through a Web server. Images can be epldadh Web server for image processing.
Papers can be submitted to a conference or journal througbtabfdwser. How to upload files to a Web
server from the client machine using a Web browser using Chv@iGbe illustrated by an example. In this
example, we assume that the user is asked to submit othemiation besides uploading a file as shown in
Figure[3.6.

34



CHAPTER 3. COMMON GATEWAY INTERFACE
3.6. UPLOADING FILES TO A WEB SERVER

Metscape: Upload a File with Ch!

Figure 3.6: A fill-out form for uploading a file.
In this example, it is assumed that the user will upload a PiN&ge file namedilename.pngyped in

the fill-out form. The user can also select and upload othes By browsing the file system in his computer.
The corresponding HTML file for the user interface shown igufe[3® is given in Program-3.8.
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<html>

<head>

<title>Upload a File With Chl</title>

</head>

<body>

<form action="/cgi-bin/upload/chupload.ch" enctype="m

<p>

Radio Type

<p>

<input type="radio" name="food" value="apple" checked> A
<input type="radio" name="food" value="orange"> orange<

<input type="radio" name="food" value="banana"> banana<
<p>

Checkbox <input type="checkbox" name="selected" checked
<p>File Upload:

<input type="file" name="file" value=""> (Select A Local F

<p>

single text field (new file name) <input type="text" name="
<p>

single-select

<br>

<select name="colors">

<option value="Red">Red

<option value="Green">Green

<option value="Blue">Blue

</select>

<pP>

<input type="submit" value="submit" />

</form>

</body>

</html>

3.6.

UPLOADING FILES TO A WEB SERVER

ultipart/form-data" method="post">

pple<br>
br>
br>
> Selected

ile)

newfile" value="">

Program 3.8: The HTML file for uploading a file.

Depending on the size of file to be uploaded as well as the mkpeed and traffic, it may take a while
to load a large file. In such a case, it is desirable that the bvelver will display an informative message
that shows that the file uploading is in progress. This cancberaplished by using the HTML File shown
in Prograni-3.0, which uses a Javascript to display the vgaitiessage while the web browser is uploading

a file to the Web server.
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<html>

<head>

<title>Upload a File With Chl</title>

<noscript>

<META HTTP-EQUIV=Refresh CONTENT="0; URL=/no_javascrip t.html">
</noscript>

<script>
function KeyPress() {
if (event.keyCode == 13) {
BeginAttach();
}

}
function BeginAttach() {

document.all.before_attach.style.display = "none";
document.all.middle_attach.style.display = "inline";
document.attachfile.submit();
}
</script>
</head>
<body>
<form name="attachfile" enctype="multipart/form-data" method=POST
action="/cgi-bin/upload/chupload.ch">

<span id=middle_attach style="display:none">

<table cellpadding=4 cellspacing=0 border=0 width="100% ">

<tr class=frmt><td><b>Attaching file...</b></td></tr>

<tr class=frmb><td>Please wait while we attach the file to y our message.</td></tr>
</table>

</span>

<span id=before_attach>

<p>

Radio Type

<p>

<input type="radio" name="food" value="apple" checked> A pple<br>

<input type="radio" name="food" value="orange"> orange< br>

<input type="radio" name="food" value="banana"> banana< br>

<p>

Checkbox <input type="checkbox" name="selected" checked > Selected

<p>File Upload:

<input type="file" name="file" value="" onkeypress="Key Press()"> (Select A Local File)
<p>

single text field (new file name) <input type="text" name=" newfile" value="">
<p>

single-select

<br>

<select name="colors">
<option value="Red">Red
<option value="Green">Green
<option value="Blue">Blue
</select>

<P>

<input type="submit" value="submit" onclick="BeginAtta ch()"/>
</form>

</span>

</body>

</html>
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#!/bin/ch
/* This CGI program will process fill-out form and upload a fi le, say ’‘flename.png'.
The file will be loaded at C:/filename in Windows, and /tmp/f ilename.png in Unix */

#include <cgi.h>

class CResponse Response;

class CRequest Request;

char* getNameValue(char *infoStr, char* fileField);
char* getBoundary();

#define RETURN_VAL "\r\n\r\n"

int main() {
Response.begin();
Response.title("Test of Upload");

size_t total = Request.getTotalBytes();
char *binData = Request.binaryRead(&total);
char* boundary = getBoundary();

[* seperate uploaded file data from header and tail with post ed info */
char *headInfo=binData;

char *head = strstr(binData, RETURN_VAL);

char* binDataHead;

/* make headInfo contains posted head, and binDataHead the s tart of uploaded file */
for (head=strstr(binData, RETURN_VAL); head!= NULL;
head = strstr(head, RETURN_VAL))

{
head = head + strlen(RETURN_VAL);
if ( strstrthead, "\"; filename=\"") == NULL)
{
binDataHead = head;//binData contains data only
*(head-1)="\0"; // make headInfo having data of header only
break;
}
}

Program 3.10: CGI program chupload.ch for uploading files Web server.
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int boundaryLength = strlen(boundary);
int bmove = O;
char *tempBinHead = binDataHead;
int fileLen=0;
/* get the uploaded file length in fileLen */
while (1) {
if ( *tempBinHead == boundary[bmove]) {
/I matched the end of boundary
bmove++;
tempBinHead++;
if (omove == boundaryLength) {
/I get rid of additional tailer ahead of boundary
fileLen -= 4;
break;
}
} else if (bmove > 0) {
/* the match may start in the middle */
tempBinHead = tempBinHead - bmove +1 ;

fileLen++;
bmove = 0;
} else {
tempBinHead++;
fileLen++;
}
}
/I all data after binDataHead+fileLen belongs to posted tai | data

/I take out of file and combins head and tail together
string_t totalHead;

/lint i= sprintf(totalHead, "%s%s", headInfo, tempBinHea d);
strcpy(totalHead, headlnfo);

strcat(totalHead, tempBinHead);
printf("totalhead:string: %s <br>", totalHead);

Program 3.10: CGI program chupload.ch for uploading files Web server (continued).
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char* userAgent = Request.getServerVariable("HTTP_USER _AGENT");
/I get the uploaded file path and name
char* filename = getNameValue(totalHead, "filename=");
char* sName;
if ( filename != NULL)
{
printf("uploaded filename:[%s]<br>\n", filename);
printf("file size:[%d]<br>\n", fileLen);

if (strstr(userAgent, "Win") != NULL) // from windows
{
sName=strrchr(filename, '\\');
if (sName != NULL)
sName++;
else //Netscape 6.0 or up
sName = filename;

}

else

{

/I from "Mac" or "Unix", just be careful some Mac char is illeg al
sName=filename;

}

printf("sName:[%s]<br>\n",sName);
#ifdef _WIN32_

string_t fullPath= stradd("c:\\", sName);
telse

string_t fullPath=stradd("/tmp/", sName);
#endif
printf("fullPath:[%s]<br>\n",fullPath);

FILE* fp=fopen(fullPath, "wb");
fwrite(binDataHead, fileLen, sizeof(char), fp);
fclose(fp);

}

char* value = getNameValue(totalHead, "Content-Type");
printf("Content Type::[%s]<br>\n", value);
value= getNameValue(totalHead, "food");
printf("food:[%s]<br>\n", value);
value= getNameValue(totalHead, "selected");
if ((value '= NULL) && (strcmp(value, "on") == 0))
printf("selected success:[%s]<br>\n", value);
else
printf(" nont selected <br>");
value= getNameValue(totalHead, "colors");
printf("colors:[%s]<br>\n", value);
value= getNameValue(totalHead, "newfile");
printf("new filename:[%s]<br>\n", value);
Response.end();

Program 3.10: CGI program chupload.ch for uploading files Web server (continued).
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[* infoStr: contains the input of string containing pair
fileField: contains name
return: the value of fileField name
*/
char* getNameValue(char *infoStr, char* fileField)
{
int len, resultLen, extralLen;
char *startPos, *endPos;
char * result;

len = strlen(fileField);

for (startPos = strstr(infoStr, fileField);
startPos =NULL;
startPos = strstr(startPos+1, fileField))
{
/I guess for handling name/value pair
if ( strncmp( (startPos + len-1), "=\"", 2) == 0)
{
extraLen= 1;
break;
}
else if ( strncmp( (startPos + len), " ", 2) == 0)
{
extraLen= 2;
break;
}
else if (strncmp( (startPos + len), "\"\r\n\r\n", 5) == 0)
/I guess for handling name/value pair
{
extraLen= 5;
break;

}

if (startPos != NULL)
{
endPos = startPos + len + extralLen;
resultLen =0;
/I code needs to modify if handling multi-line text or multi- select
while ((*endPos !="") && ( *endPos !='\r') && (*endPos != '\ n’)
{
resultLen++;
endPos++;

}
if ( resultLen !'=0 )

{

result=" malloc(sizeof(char)*(resultLen+1));
strncpy(result, startPos+len+extraLen, resultLen);
result[resultLen]="0’;

return result;

}
}
return NULL,;

Program 3.11: CGI program chupload.ch for uploading files Web server (continued).

41



CHAPTER 3. COMMON GATEWAY INTERFACE
3.7. COOKIES FOR PERSONALIZED CONTENT

char* getBoundary()

{
char* contentType = Request.getServerVariable("CONTENT _TYPE");
char* bound;
char* startPos;

for ( startPos=strchr(contentType, ’;’); startPos!=NULL
startPos= strchr(startPos, ;"))

{

*startPos = "\0’;

startPos++;

if ( (strstr(startPos, "boundary="))!= NULL ) {
char *str;
startPos = strstr(startPos, "boundary=");
bound = startPos + strlen("boundary=");
str = bound;
while ((*str) && (lisspace(*str))) {

str++;

}
*str = "\0’;
break;

}
}

return bound;

Program 3.12: CGI program chupload.ch for uploading files Web server (continued).

The user interface for both Programsl 3.8 3.9 is the sarsieoms in Figuré_3]6. They both use the
same CGI program shown in Progr&m-3.10. Prodraml 3.10 witge® the names and their corresponding
values submitted through a fill-out form, and print them autext in HTML file format. A file uploaded
from the Web browser will be saved with the same file name indihextories C:/ and /tmp for Windows
and Unix, respectively.

3.7 Cookies for Personalized Content

3.7.1 Whatls Cookie

Cookie is a general mechanism by which the server side of theextion can both store and retrieve
information on the client side. The addition of a simple siEent, client-side state significantly extends the
capabilities of Web-based client/server applications.

A server, when returning an HTTP object to a client, may atswsa piece of state information which
the client will store. Included in that state object is a dggion of the range of URLSs for which that state
is valid. Any future HTTP requests made by the client whidhifathat range will include a transmittal of
the current value of the state object from the client backéoserver. The state object is called a cookie.

This simple mechanism provides a powerful new tool whictbéasa host of new types of applications
to be written for Web-based environments. Shopping appdics can now store information about the
currently selected items, for fee services it can send begistration information and free the client from
retyping a user-id on next connection. Sites can store gparqreferences on the client, and have the client
supply those preferences every time that site is conneoted t
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3.7.2 Properties of a Cookie

A cookie is introduced to the client by including a Set-C@okieader as part of an HTTP response. The
Ch cookie class supports both the Version 0 (by Netscape)argion 1 (by RFC 2965 which obsoletes
RFC 2109). By default, cookies uses version 0. Since RFC 296&eased on October 2000, and most
browsers might not support the RFC 2965, the users are eagedito use Version 0 features. All samples
we discussed in this section cover the version 0 only.

Typically the syntax of the Set-Cookie HTTP Response Heattéch includes some important proper-
ties of the cookie is:

Set-Cookie: NAME=VALUE; expires=DATE; path=PATH,;
domain=DOMAIN_NAME; secure

NAME=VALUE

This string is a sequence of characters excluding seminspbmmas and white spaces. If there is a need to
place such data in the name or value, some encoding methbasudRL style encoding is recommended,
though no encoding is defined or required. This is the onlyired property on the Set-Cookie header.

expires=DATE
The expires attribute specifies a date string that definegitklife time of that cookie. Once the expiration
date has been reached, the cookie will no longer be storedea gut. The date string is formatted as:
Wdy, DD-Mon-YYYY HH:MM:SS GMT
This is based on RFC 822, RFC 850, RFC 1036, and RFC 1123 vethattations that the only legal time
zone is GMT and the separators between the elements of thardet be dashes. Expires is an optional
attribute. If not specified, the cookie will expire when treers session ends.
In Ch-CGil, for the convenience of users, the property of MgeAnstead of expires is used.
Note that there is a bug in Netscape Navigator version 1.karlr. Only cookies whose path attribute
is set explicitly to "/” will be properly saved between sess if they have an expires attribute.

domain=DOMAIN_NAME
When searching the cookie list for valid cookies, a comparisf the domain attributes of the cookie is made
with the Internet domain name of the host from which the URIL me fetched. If there is a tail match, then
the cookie will go through path matching to see if it shouldskat. "Tail matching” means that domain
attribute is matched against the tail of the fully qualifiemhdhin name of the host. A domain attribute of
"softintegration.com” would match the host name "www.gufgration.com”.

Only hosts within the specified domain can set a cookie fomaade and domains must have at least two
(2) or three (3) periods in them to prevent domains of the féteom”, ".edu”, and "va.us”. Any domain
that falls within one of the seven special top level domaistedl below only require two periods. Any other
domain requires at least three. The seven special top leweaihs are: "COM”, "EDU”, "NET”, "ORG”,
"GOV”, "MIL”, and "INT".

The default value of domain is the host name of the serveriwdgmerated the cookie response.

path=PATH

The path attribute is used to specify the subset of URLSs imaadio for which the cookie is valid. If a cookie
has already passed domain matching, then the pathname penipu the URL is compared with the path
attribute, and if there is a match, the cookie is considesdid and is sent along with the URL request. The
path "/foo” would match "/foobar” and "/foo/bar.html”. Theath ”/" is the most general path. If the path
is not specified, it as assumed to be the same path as the ducheieg described by the header which
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contains the cookie.

secure
If a cookie is marked secure, it will only be transmitted i€ tbommunications channel with the host is a
secure one. Currently this means that secure cookies Wjlllensent to HTTPS (HTTP over SSL) servers.
If secure is not specified, a cookie is considered safe tomiteoser unsecured channels.

In addition, properties of Port, Discard, Version, Commarmd CommentURL are added for the cookies
of version 1. In Ch-CGl, some of these properties can be sktretrieved by member functions of class
CCookie.

3.7.3 How to Set a Cookie

In Ch-CGI, CCookie class is designed for setting and getpirgperties of a cookie. In Program 313,
member functions ofetName() setValue() setMaxAge() setDomain() setPath() and setSecure()are
used to set properties of cookies. After these propertesetilCResponse.addCookie@ends cookie with
these properties to the client.

3.7.4 How to Get Cookies

In ProgranZ3. T4 CRequest::getCookies(retrieves all cookies with properties from the client. Memb
functionsgetName()andgetValue() are used to get names and values of cookies.

If you know the name of the cookie which you want to get from ¢hent in advance, the function of
CRequest::getCookie()can be used. It retrieves the cookie from the client by theenairhe syntax is
shown below.

chchar *cookieValue = Request.getCookie(cookieName);

The example of usin@Request::getCookie()is shown in Prografi-3.15

3.8 Tips for Debugging CGI Programs

When you debug and run a CGI program, you will encounter samue messages. In general, it is more
difficult to debug a CGI program than a regular program beza@u€GI program is run in the account of
a Web server, instead of regular user account. For examplemay see an error message such as the
following one from Netscape browser:

Server Error

This server has encountered an internal error which prevent s it
from fulfilling your request. The most likely cause is a
misconfiguration. Please ask the administrator to look for messages

in the server’'s error log.

The messages in the Web server’s error log file may appeatias$o

[06/Feb/1996:16:38:08] failure: for host your.host.id.n um. trying
to GET /your/path/your.ch, cgi-parse-output reports: the CGI program
/your _absolute _cgi _path/your.ch did not produce a valid header (program
terminated without a valid CGI header. Check for core dump or other

abnormal termination)
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#!/bin/ch

#include <stdio.h>

#include <cgi.h>

int main()

{
class CCookie ck, ck2;
class CResponse Response;

/I put Cookie with name of testCookie, key of CookieKey and va lue of Cookievalue
ck.setName("testCookie");
ck.setPath("/");
ck.setValue("CookieValue");
ck.setMaxAge(600);
ck.setDomain("edu");
ck.setSecure(false);
/*
Because there is no browser to support the following propert ies as yet,
it is not recommended to use them.

ck.setVersion(1);
ck.setMaxAge(600);
ck.addPort(8080);
ck.setComment("This cookie is for test");
ck.setCommentURL("mailto:someone@softintegration.co m");
ck.setDiscard(false);
ck.setDomain("softintegration.com");
*/
Response.addCookie(&ck);

ck2.setName("testCookie2");
ck2.setPath("/");
ck2.setValue("CookieValue2");
Response.addCookie(&ck2);

ck2.setName("cookie name");
ck2.setPath("/");
ck2.setValue("cookie value");
Response.addCookie(&ck2);
Response.begin();

printf("Cookie: name=testCookie, value=CookieValue has been added<br>\n");
printf("Cookie: name=testCookie2, value=CookieValue2 h as been added<br>\n");
printf("Cookie: name=cookie name, value=cookie value has been added\n");

Response.end();

Program 3.13: Add a cookie to client.
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#!/bin/ch
#include <cgi.h>

int main()

{
class CCookie *pck;
class CResponse Response;
class CRequest Request;
int i, count;

Response.begin();
Response.title("Test of Request.getCookies");

printf("<H1> Test of Request.getCookies </H1><hr>\n");

/lget Cookies
count = Request.getCookies(&pck);
for(i=0; i < count; i++)

printf("%s =

Response.end();

%s <br>\n", pck[i].getName(), pck]i].getVal

3.8. TIPS FOR DEBUGGING CGI PROGRAMS

ue());

Program 3.14: Get cookies from client.

#!/bin/ch
#include <cgi.h>

int main()

{
class CResponse Response;
class CRequest Request;
chchar name[] = "testCookie";
chchar *value;

Response.begin();
Response.title("Test of Request.getCookie");

printf("<H1> Test of Request.getCookie </H1><hr> \n");

/lget Cookie

value = Request.getCookie(name);

printf("%s = %s <br>\n", name, value);

value = Request.getCookie("cookie name");
printf("%s = %s <br>\n", "cookie name", value);
Response.end();

Program 3.15: Get a cookie from client by name.
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This error message basically indicates that your CGI pragtal not produce a valid CGI header such
as

Content-type: text/html
or
Content-type: text/plain

You may check the error messages logged by the Web servetac@asguch as /var/log/httpd/erréyg (You
may need to be a superuser to read the file). To debug your Clp@Giam, the following steps shall be
taken.

e Make sure the first output statement from the CGI programprilduce a valid CGI header such as
the one described above.

e Make sure your program can run successfully from your teshpnompt by just typing the program
name, sayyour _program.ch . Sometimes, your program may terminate in the middle of etiec
if the flow of the program depends on some environment vasaphssed from the Web server. It is
fine if this is the case. For example, member function CReqget-ormNameValue() depends on the
environment variables REQUESWIETHOD, CONTENTLENGTH, and QUERYSTRING. If your
CGl program is not invoked by the Web server, these enviraimariables are not set. The values
supposedly passed from a FORM will be NULL, and the prograng beaterminated prematurely if
run from a terminal. But, the program can be run successfidiy the Common Gateway Interface.

e Since your CGI program is executed by the Web server, whiels asdifferent user account from
yours, make sure your program is readable and executablthby wsers in the system. In Unix, you
can change the permission of your program by the followingroands

chmod 755 your_program.ch

If Ch is not installed by a superuser or administrator actoomake sure CHHOME/bin/ch is exe-
cutable by other users. Subdirectories and files in the Chehdinectory should also be accessible
by others so that relevant modules such as headerdile can be accessed by the Web server. The
environment variable CHHOME can be setup at the time befageCth CGI code is executed by the
command below.

#l/bin/sh
env CHHOME=/your/Ch/home/dir /path/to/cgi-bin/ch_prog ram.ch

The following CGI code can be used to find the user name and hiineetory where the startup file
.chrc in Unix and_chrc in Windows is loated for running the web server.

#!/bin/ch

printf("Content-Type: text/plain\n\n");

printf("The user running the Web server = %s\n", _user);

printf("The home directory of the user running the Web serve r = %s\n", _home);

¢ In Windows, even though the current directory is specifiethisn search paths for header files and
function files in system variablegath and_fpath, respectively, in the web server’s startup fitéarc.
A CGI program may still not be able to find the header file andtfioms in the current directory. In

47



CHAPTER 3. COMMON GATEWAY INTERFACE
3.8. TIPS FOR DEBUGGING CGI PROGRAMS

this case, the directory for the header file and functionsl nede specified explicityly in the startup
file. For example, assume the home directory for IS in Winsldsvlocated aC:/inetpub . To
setup Web-based Ch Control System Toolkit, the following programming statements may need to

be added
_ipath = stradd(_ipath, "C:/inetpub/cgi-bin/chcgi/tool kit/control;");
_fpath = stradd(_fpath, "C:/inetpub/cgi-bin/chcgi/tool kit/control;");

in the startup filechrc in the home directory of the web server account.

o If your CGI program reads and writes a file, make sure the fiteaslable and writable by the account
of the Web server. Often, you may need to create a temporanydihg the function tmpnam() in Ch,
if a temporary file is needed in the CGI program.

¢ If you can login as the Web server, test your CGI program frbenaccount of the Web server. You
may need to get permission from your system administratdotso.

e By default, only CGI programs located in the server’s cgi-ban be executed by the Web server.
If your CGI program is not located in cgi-bin and your Web s&ris not configured with a file
association to recognize CGI programs with file extensadn, your Ch program will fail under the
Common Gateway Interface. Check with your system admattrabout the setup of your Web
server.

e If your CGI program invokes other Ch programs, you may neeatitbthe following function call
setbuf(stdout,NULL);
or
setvbuf(stdout, NULL, _IONBF, 0);

before the first printing statement of your CGI program. Thigction will cause output to be flushed
immediately instead of being buffered so that the outputhelsent in a proper sequence. By default,
the member functio®Responsebegin() executes this function automatically.

e For Web servers in Unix or Apache Web server in Windows, if yse a C program as your CGI
program, make sure to add the following line as the first state of the program.

#!/bin/ch

For Web servers in Windows such as Microsoft Personal Webegdvlicrosoft Information Server,
or Netscape Web Server, the above line is not necessary. of@bpity, it is recommended that the
above line be added for all Ch CGI programs.

e Unknown Commands in a CGI Program. A Ch CGI program is nogmath in regular Ch shell. The
first line

#!/bin/ch
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of your CGI program indicates that the program will be exedun a regular Ch shell. The path for
commands executable by the Ch shell is controlled by the esystide startup file
CHHOME/config/chrc, which includes startup filechrc in the home directory of the Web server
(not the home directory of your regular user account)

e Turn your Web browser into a display console by adding theugedption -g at the first line of your
CGl code as

#l/bin/ch -g

This is one of the most useful features for debugging Ch C@éco

e A CGl code for Ch plotting may produce a HTML output similavtbat is shown below
<img src="/cgi-bin/chcgi/toolkit/demos/sample/plot2_ 1l.ch">

The above code shall display an image generated by the C@igmplot2 _1.ch . In case, it does
not display a plot, you can add

#l/bin/ch -g
at the beginning of the prograptot2 _1.ch and test it directly using the following URL address
http://lyour_web_server_address.com/cgi-bin/chcgi/to olkit/demos/sample/plot2_1.ch

If there any additional arguments following the prograiot2 _1.ch , it should also be typed as part
of the URL address such as.

http://lyour_web_server_address.com/cgi-bin/chcgi/to olkit/demos/
sample/webplot2.ch?expression=x*x&xMin=0.1&xMax=6&n points=50

¢ Read the on-line tutorial on the WWW http://www.softintegration.com about how to
write Ch CGI programs.

e For an Apache Web server running in a Redhat enterpriseuseliyjou may look into the securiy
configuration.
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References for CGI Classes

Common Gateway Interface (CGI) is a standard that specifiesaxternal programs interface with a web
server. One of the most important applications of CGl is tiagdill-out form. A CGI program located on
a host machine’s web server can accept user’s input throdigfoat form and generate web pages dynam-
ically.

Header filecgi.h contains the definition of th€Response CRequest and CServer classes, and their
member functions as well as defined constants. These cless&sn several utility member functions for
common gateway interface.

Two generic data typeshchar andchstrarray are also typedefed in the header fili.h as follows.

typedef char  chchar;
typedef char** chstrarray;

When the Unicode is used, this two generic data tyghehar andchstrarray are typedefed in the header
file wcgi.h as follows.

typedef wchar_t  chchar;
typedef wchar_t** chstrarray;

4.1 CResponse Class

When a browser requests data from a web server, the serygemigks either with a redirect message, the
requested data, or an error. TBResponseclass contains several utility functions for sending infation
to the client.

Public Data
None.

Differences Between Ch-CGIl and Ch-ASP
Member functionsCResponsebegin(), CResponseend(), and CResponsetitle () are available in Ch-
CGl only. They are not valid in Ch-ASP.

Note :
1. CResponsebegin() is mandatory in Ch-CGl for programs to run successfully.
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2. The content type of the output of Ch-CGl is text/html| byadsf.
3. The output is not buffered in Ch-CGI by default.

Public Member Functions

Function Description

addCookig)) adds a specified cookie with attributes.
addHeaden) adds an HTTP header to the HTTP response.
begin() begins to send outpukandatory in CGlI .

end() ends standard outputor CGI only .

exit() causes the server to stop processing a script and return.
flush() sends buffered HTML output immediately.
getBuffer() retrieves the value of thBuffer property.
getCacheControl) retrieves the value of th€acheControl property.
getCharSet) retrieves the value of theharSet property.
getContentTyp€) retrieves the value of th€ontentType property.
getExpirey) retrieves the value of thEéxpires property.
getExpiresAbsolutd) retrieves the value of thExpiresAbsolute property.
getStatug) retrieves the value of th8tatusproperty.

PICS() adds a value to the PICS label field of the header.
redirect() causes the browser to attempt to connect to a different. URL
setBuffer() sets the value of thBuffer property.
setCacheContro() sets the value of th€acheControl property.
setCharSe() sets the value of thEharSet property.
setContentTyp€) sets the value of th€ontentType property.
setExpirey) sets the value of thExpires property.
setExpiresAbsolutd) sets the value of thExpiresAbsolute property.
setStatug) sets the value of thBtatus property.

title ()

sets the title of an HTML pagd-or CGl only.
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CResponseaddCookie

Synopsis
int addCookie(CCookie * cookig;

Purpose
Add a specified cookie with attributes, such as MaxAge, Hagimain and Secure, to a client.

Return Value
Upon successful completion, zero is returned. Otherwisa|uwe of non-zero is returned.

Parameters
cookie A pointer to an object of CCookie which contains the infonmatof the cookie to be added.

Description

The functionaddCookig) adds a specified cookie with attributes such as MaxAgd, Peimain and Secure
to a client. TheCRequest:getCookid) function retrieve a cookie by name, while ti&equest:getCookieg)
function retrieves all of cookies.

Note: Properties of Name, Value, MaxAge, Path, Domain and Secgersupported by cookies which com-
ply with Netscape Cookie specifications version 0 and RFG288wv version 1. Properties of Discard,
Comment, CommentURL, portList and version are supportdy oy cookies which comply with RFC

2965 new version 1. Because there is no browser to suppodaide complying with RFC 2965 new
version 1 as yet, these properties are not recommended.to use

Differences Between Ch-CGIl and Ch-ASP
In Ch-ASP,addCookig() can add a cookie with properties of only Name, Value, PBttmain, MaxAge
and Secure.

In Ch-CGl, it can add a cookie with all properties of Name UélPath, Domain, MaxAge, Secure, Discard,
Version, Comment and CommentURL and portList. Member foncaddCookig() shall be called before
member functiorbegin() is called.

Example 1

The program below adds cookies to the client.

#!/bin/ch
#include <cgi.h>

int main() {
class CCookie cookiel, cookie2;
class CResponse Response;
class CRequest Request;

Response.setContentType("text/html");
cookiel.setName("namel");

cookiel.setValue("valuel");
cookiel.setDomain("iel.ucdavis.edu");
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cookiel.setMaxAge(3600000);
cookiel.setPath("/foo");
cookiel.setSecure(true);
Response.addCookie(&cookiel);

cookie2.setName("name2");
cookie2.setValue("value2");
cookie2.setPath("/");

cookie2.setComment("This cookie is for test");
Response.addCookie(&cookie2);

Response.begin();
Response.title("CGl Cookie results");
printf("<H1>CGI Cookie test script reports:</H1>\n");

printf("two cookies have been sent to the client<br>\n");

Response.end();

}

Example 2

The program below retrieves cookies which are added in Elatnp

#!/bin/ch
#include <cgi.h>

int main() {
int i, num;
class CCookie *cookie;
class CResponse Response;
class CRequest Request;
int *portlist, portnum, j;

Response.begin();
num = Request.getCookies(&cookie);

if(num == 0) {
printf("No cookie has been retrieved<p>\n");
exit(0);

else if(num < 0) {
printf("Error: in Request.getCookies() <p>\n");
exit(0);

printf("The following %d Cookies are retrieved<p>\n",num

printf("<ul>\n");

for(i=0; i < num; i++) {
printf("<li> <code>%s = ",cookie[i].getName());
printf("%s; ",cookieli].getValue());
printf("</code>\n");

}

printf("</ul>\n");

Response.end();

}
This example will display:
The following 2 Cookies are retrieved

namel = valuel;
name2 = value2;
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See Also
CRequest:getCookieg), CRequest:getCookig), CCookie.

CResponseaddHeader

Synopsis
int addHeader(chchar * headerNamgchchar * headerValug

Purpose
Add an HTTP header to the response.

Return Value
Upon successful completion, zero is returned. Otherwisaluwe of non-zero is returned.

Parameters

headerNameA string containing the name of the HTTP header.
headerValueA string containing the value of the HTTP header.

Description

The functionaddHeader() adds an HTTP header to the HTTP response. It always addg BIT€P header

to the response. It will not replace an existing header oktlrae hame. Once a header has been added, it
cannot be removed.

Example

char *headerName = "CHHEADER";
char *headerValue = "CHHEADERVAL";
Response.addHeader(headerName, headerValue);

This example will add the following header to the client:
CHHEADER:CHHEADERVAL

See Also
None.

CResponsebegin

Synopsis
int begin();

Purpose
Begins to send output. It is mandatory in Ch-CGI and for Ch-Gi@y.

Return Value
Upon successful completion, zero is returned. Otherwisaluwe of non-zero is returned.

Parameters
None.
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Description

The functionbegin() starts processing all headers seCiResponse::set*(land CResponse::add*() It is
mandatory irCh-CGI. Any CResponse::set*(andCResponse::add*()member functions includinGRe-
sponse:setContentTypd), CResponseaddCookig), andCResponseaddHeaden) should be called be-
fore this function is called.

Differences Between Ch-CGIl and Ch-ASP
This member function is mandatory in Ch-CGl. It is not vahddh-ASP.

Example
SeeCRequest.getFormNameValud).

See Also
CResponseend(), CResponsetitle ().

CResponseend

Synopsis
void end();

Purpose
End the standard output.

Return Value
None.

Parameters
None.

Description
The functionend() will flush the buffer if the theBuffering is true and print ouk/body> and</html>
tags to end an HTML page if its content type is text/html.

Differences Between Ch-CGIl and Ch-ASP
This member function works in Ch-CGI only. It is not valid itn@SP.

Example
SeeCRequest.getFormNameValud).

See Also
CResponsebegin(), CResponsetitle ().

CResponseexit

Synopsis
void exit();
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Purpose
Cause the server to stop processing a script and return.

Return Value
None.

Parameters
None.

Description

The functionexit() causes the server to stop processing a script and retaroutiient response. When
this function is called, the remaining contents of the fike mot processed, and the buffer are flushed if the
Buffering is true.

Example

printf("Output before Response.exit()\n");
Response.exit();
printf("Output after Response.exit()\n");

The example above will only print out the string of
Output before Response.exit()

to the client, and then exit.

See Also
CResponsegetBuffer(), CResponsesetBuffer(), CResponseflush().

CResponseflush

Synopsis
int flush();

Purpose
Send buffered output immediately.

Return Value
Upon successful completion, zero is returned. Otherwisaluwe of non-zero is returned.

Parameters
None.

Description
The functionflush() sends buffered output immediately. This function willsa a run-time error or be
ignored if theBuffer property has not been setTRUE.

In Ch-CGil, the output is not buffered by default. In Ch-ASt butput is buffered by default.
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In Ch-ASP IfKeep-Alivesis set in a web server, the server will maint&ieep-Alive requests made by the
client, unless th€Response::flush(js called.

HTTP Keep-Alives are an optimizing feature of servers and browsers; an HEK@&p-Alive maintains a
client connection after the initial request is satisfied. TIHFIKeep-Alives are part of the HTTP version 1.1
specification.

When user set thBuffer property toTRUE in a script and do not call thEResponse::flush()method in

the same script, the server will maintéfieep-Alive requests made by the client. The benefit of writing
scripts in this manner is that server performance is imgtdwecause the server does not have to create
a new connection for each client request (assuming thataheis client, and any proxies all support bf
Keep-Alive requests).

However, a potential drawback to this approach is that buaffeprevents any of the response from being
displayed to the user until the server has finished all spriptessing for the current .asp file. For long in-
volved scripts, the user might be forced to wait a consideraimount of time before the script is processed.

If this function is called, the server does not honor Keepétequests for that page.

Example

bool buffer_cur;

buffer_cur = Response.getBuffer();

if(buffer_cur)
printf("The current buffering is ture\n");

else {
printf("The current buffering is false and will be set to tur e\n");
Response.setBuffer(ture);

}

printf("Output before Response.flush()\n");

Response.flush();

The example above will print out string of
Output before Response.flush()

to the client.
See Also
CResponsegetBuffer(), CResponsesetBuffer().

CResponsegetBuffer

Synopsis
bool getBuffer();

Purpose
Retrieve the current value of tiguffer property.
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Return Value
A boolean data type. If page output is buffered, true is retdr Otherwise, false is returned.

Parameters
None.

Description

The functiongetBuffer() retrieves the current value of tiBaiffer property of the object. When page output
is buffered, the server does not send a response to the alighall of the server scripts on the current page
have been processed, or until t6&esponse::flush() CResponse::end(Jor CResponse:.exit()function
has been called.

The function ofCResponse::setBuffelcan set the current value of tBaiffer prope rty of the object.

The Buffer property cannot be set after the server has sent output wi#ime. For this reason, the call to
CResponse::setBuffershould be done before tli&Response::begin(function is invoked.

Example
SeeCResponseflush().

See Also
CResponsesetBuffer(), CResponseflush().

CResponsegetCacheControl

Synopsis
chchar * getCacheControl);

Purpose
Retrieve a value of th€acheControl property.

Return Value
Upon successful completion, a string which contains then€@ontrol value is returned. Otherwise, NULL
is returned.

Parameters
None.

Description

The function getCacheContro() retrieves a value of the CacheControl property.
The CResponsesetCacheControfunction can be used to override the default value which igRy. By
setting the value to Public, proxy servers will be able toheagutput from pages; no-cache, the Response
message MUST NOT be cached anywhere.

Example
SeeCResponsesetCacheContro().
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See Also
CResponseasetCacheContro().

CResponsegetCharSet

Synopsis
chchar * getCharSe();

Purpose
Retrieve a character set to append to the content type header

Return Value
Upon successful completion, a string which contains a dtaraet is returned. Otherwise, NULL is re-
turned.

Parameters
None.

Description
The function getCharSe() retrieves a character set to append to the content typealehea
TheCResponsesetCharSetfunction can be used to set the character set when displéyéraurrent object.

Example
SeeCResponsesetCharSef).

See Also
CResponsasetCharSef).

CResponsegetContentType

Synopsis
chchar * getContentTypg();

Purpose
Retrieve the current value of tli&ontentType property.

Return Value
Upon successful completion, a string which contains thet€&uiype value is returned. Otherwise, NULL
is returned.

Parameters
None.

Description

The functiongetContentTypd) retrieves the current value of tl@ontentType property of the object and
the CResponse::setContentTypéunction can set the content type. The content type of thpubudf Ch-
CGI andCh-ASP s text/html by default.
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Example
SeeCResponsesetContentTypd).

See Also
CResponsesetContentTypd).

CResponsegetExpires

Synopsis
int getExpires();

Purpose
Retrieve the current value of thexpires property.

Return Value
Upon successful completion, an integer that indicates tihetes of expires is returned. Otherwise, a nega-
tive value is returned.

Parameters
None.

Description

The functiongetExpirey) retrieves the current value of tlexpires property of the object. If the user re-
turns to the same page before it expires, the cached vessidisglayed. If this property is set more than
once on a page, the shortest time is used.

If the property is never set before it is callé,;T _.MAX will be returned. In this case, the return value
does not make sense.

The CResponse::setExpiregunction can set a new value to tBpires property.

Example
SeeCResponsesetExpirey).

See Also
CResponsesetExpirey).

CResponsegetExpiresAbsolute

Synopsis
chchar * getExpiresAbsolute);

Purpose
Retrieve the current value of tlexpiresAbsolute property.

Return Value
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Upon successful completion, a string which contains theevaf theExpiresAbsolute property is returned.
Otherwise, NULL is returned.

Parameters
None.

Description

The functiongetExpiresAbsolutd) retrieves the current value of tiepiresAbsolute property of the ob-
ject. If the user returns to the same page before the set ddtinae, the cached version is displayed. If this
property is set more than once on a page, the earliest a@rppirddte or time is used. If the expiration date
and time is not set before this function is called, NULL isureed.

The date string is formatted as:
Wdy, DD-Mon-YYYY HH:MM:SS GMT

This is based on RFC 822, RFC 850, RFC 1036, and RFC 1123, athariations that the only legal time
zone is GMT(Greenwich Mean Time) and the separators bettteealements of the date must be dashes.

The CReponse::setExpiresAbsolutdunction can be used to set this property.

Example
SeeCResponsesetExpiresAbsolutd).

See Also
CResponsesetExpiresAbsolutd).

CResponsegetStatus

Synopsis
chchar * getStatuy);

Purpose
Retrieve the current value of tigtatus property.

Return Value
Upon successful completion, a pointer that points to agtuhich contains the value of ttf&atusproperty
is returned. Otherwise, NULL is returned.

Parameters
None.

Description

The function getStatug) retrieves the current value of th8tatus property of the object. The
CResponse::setStatugunction can be used to modify the status line. Status vadwesdefined in the
HTTP1.1 RFC 2068.
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Example
SeeCResponsesetStatug).

See Also
CResponsesetStatug).

CResponsePICS

Synopsis
int PICS(chchar * headerValug

Purpose
Add a value to thé?ICS label field of the header.

Return Value
Upon successful completion, zero is returned. Otherwisa|ue of non-zero is returned.

Parameters
headerValue A string containing the newICS value.

Description
The functionPICS() adds a value to thBICS label field of the header. It inserts any string in the header,
whether or not it represents a valdCS label.

If a single page includes multiple tags containi@®esponse::PICSfunction, each instance will replace
the PICS label set by the previous one. As a result, HES label will be set to the value specified by the
last instance oCResponse::PICSn the page.

BecauseICS labels contain quotes, the author must add a backslashelbedoh quote.

For more details on thRICS standard, see http://www.w3.org/Pics/.

Example

Response.PICS("(PICS-1.1 <http://www.rsac.org/rating vOl.html> labels on
\"1997.01.05T08:15-0500\" until \"1999.12.31T723:59-00 00\" ratings (v O s
010 n0O)";

This example will add the following header to the client:

PICS-label:(PICS-1.1 <http://www.rsac.org/ratingvOl. html> labels on
"1997.01.05T08:15-0500" until "1999.12.31T23:59-0000" ratings (v 0 s
010n 0)

See Also

None.

CResponseredirect
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Synopsis
int redirect (chchar * URL);

Purpose
Stop the server from processing the current script and thares the browser to attempt to connect to a
different URL.

Return Value
Upon successful completion, zero is returned. Otherwisaluwe of non-zero is returned.

Parameters
URL A string containing the URL.

Description
The functionredirect() stops the server from processing the current script aed tlauses the browser to
attempt to connect to a different URL.

If you have set any response body content in the page, it wilghored. However, this function does send
to the client other HTTP headers set by this page. An automadgponse body containing the redirect URL
as a link is generated. This function sends the followindieitfheader,

HTTP 1.0 302 Object Moved
Location: URL

where URL is the value passed to the function.
If buffering is set to false and your component attempts totles function after any body has been sent to
the client, the server will generate an error.

Example

char *URL = "iel.ucdavis.edu"
Response.redirect(URL);

The example above will redirect user to primary web site &f.IE

See Also
CResponsegetStatug).

CResponsesetBuffer

Synopsis
int setBuffer(bool buffering;

Purpose
Set the value of thBuffer property.

Return Value
Upon successful completion, zero is returned. Otherwisaluwe of non-zero is returned.

Parameters
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buffering A boolean value that contains the new Buffer value.

Description

The functionsetBuffer() sets the current value of thiguffer property of the object. When page output is
buffered, the server does not send a response to the clishaliof the server scripts on the current page
have been processed, or until tBResponse::flush CResponse:.:endor CResponse::exitfunction has
been called.

The Buffer property cannot be set after the server has sent output wi#ime. For this reason, the call to
CResponse::setBuffershould be the first line of the script file.

The function ofCResponse::getBuffercan retrieve the current value of tBeiffer property of the object.

Note:

UnderCh-CGI debug mode with the first line of @h-CGI code ast!/bin/ch -g , this setting has no
effect.

Differences Between Ch-CGIl and Ch-ASP

In Ch-CGil, the output is not buffered by default.

In Ch-ASP, the output is buffered by default.

Example
SeeCResponseflush().

See Also
CResponsegetBuffer(), CResponseflush(), CResponseexit().

CResponsesetCacheControl

Synopsis
int setCacheControlchchar * cacheContrgl,

Purpose
Set the value of th€acheControl property.

Return Value
Upon successful completion, zero is returned. Otherwisaluwe of non-zero is returned.

Parameters
cacheControl A string containing the new CacheControl value which cowddPbivate(by default), Public

or no-cache. no-cache is only supported by HTTP/1.1 protoca

Description

The functionsetCacheContro{) sets the value of th€acheControl property of the object. This function
can be used to override the default value which is Privatesd®yng the value to Public, proxy servers will
be able to cache output from pages; no-cache, the RespossageeMUST NOT be cached anywhere. The
CResponse::getCacheControfunction can retrieve a value for tti@acheControl property.

Differences Between Ch-CGI and Ch-ASP
In Ch-ASP,setCacheContro() does not support the parameter of no-cache.
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Example

char *cacheControl = "public";

Response.setCacheControl(cacheControl);

printf("The current value of cache control is %s\n",
Response.getCacheControl());

The example above will set the current valuedaicheControl property to "public” and then print out:
The current value of cache control is public

See Also
CResponsegetCacheControl).

CResponsesetCharSet

Synopsis
int setCharSef(chchar * charSe;

Purpose
Set the value of th€harSet property.

Return Value
Upon successful completion, zero is returned. Otherwige;agro value is returned.

Parameters
charSet A string containing the new CharSet value.

Description
The function setCharSe{) sets the value of the CharSet property of the object.
The CResponsegetCharSe() function can retrieve the character set of the curk¢AML page.

Example

char *charSet = "ISO-LATIN-1";

Response.setCharSet(charSet);

printf("The current value of character set is %s\n",
Response.getCharSet());

The example above will set current valueCGlfiarSet property to "ISO-LATIN-1" and then print out:
The current value of character set is 1ISO-LATIN-1

See Also
CResponsegetCharSe().

CResponsesetContentType

Synopsis
int setContentTypegchchar * typg);
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Purpose
Set the value of th€ontentType property.

Return Value
Upon successful completion, zero is returned. Otherwiga;aero value is returned.

Parameters

type A string containing the new ContentType value. Valid Cotilgpe include text/plain,
text/html, image/qgif , etc.

Description

The functionsetContentTyp€) sets the value of th€EontentType property of the object. The content type
of the output of Ch-CaGl and Ch-ASP is text/html by default.
The CResponsegetContentTypdunction can be used to get tl@ontentType property of the current
object.

If the content type is ©plain text set by the member function Il caof
Response.setContentType("text/plain®) , the member functioResponse.title(title)
which generates a title in HTML format shall not be called.

In Ch-CGil, this function and otheCResponse::set*()member functions, should be called bef@Re-
sponse:begin() is called.

Example

char *type = "image/JPEG";
Response.setContentType(type);
printf("The current content type is %s\n", Response.getCo ntentType());

The example above will set the current content type to "im#@eG” and then print out:
The current content type is "image/JPEG"

See Also
CResponsegetContentTyps).

CResponsesetExpires

Synopsis
int setExpires(int expiresMinutels

Purpose
Set the current value of tHexpires property.

Return Value
Upon successful completion, zero is returned. Otherwige;aero value is returned.

Parameters
expiresMinutes An integer that contains the minutes of new Expires value.
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Description

The functionsetExpireq) sets the current value of thexpires property of the object. If the user returns to
the same page before it expires, the cached version is gesbldf this property is set more than once on a
page, the shortest time is used.

CResponsegetExpirey) gets the current value of tHexpires property of the object. If the property
is never set before it is callethNT _MAX will be returned by the function of getExpires(). In this eathe
return value does not make sense.

Example

int expiresMinutes = 10;

Response.setExpires(expiresMinutes);

printf("The current value of expires is %d minutes\n®,
Response.getExpires());

The example above will set the current valueeapires property to 10 minutes and then print out:
The current value of expires is 10 minutes

See Also
CResponsegetExpirey).

CResponsesetExpiresAbsolute

Synopsis
int setExpiresAbsolutgchchar * expirey;

Purpose
Set the value of the ExpiresAbsolute property.

Return Value
Upon successful completion, zero is returned. Otherwige;agro value is returned.

Parameters
expires A string containing the new ExpiresAbsolute value.

Description

The functionsetExpiresAbsolutd) sets the value of the ExpiresAbsolute property of theaibjd the user
returns to the same page before the set date and time, thedcaelsion is displayed. If this function is
called more than once on a page, the earliest expirationodditme is used.

The date string is formatted as:
Wdy, DD-Mon-YYYY HH:MM:SS GMT

This is based on RFC 822, RFC 850, RFC 1036, and RFC 1123, athariations that the only legal time
zone is GMT(Greenwich Mean Time) and the separators bettteealements of the date must be dashes.
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The CReponse::getExpiresAbsolute(Junction can be used to get the date and time. If the expirataie
and time is not set before this function is called, NULL isureed.

Example

char *expires = "Monday, 17-Dec-2001 14:02:40 GMT";

Response.setExpiresAbsolute(expires);

printf("The current value of expires is \n",
Response.getExpiresAbsolute());

The example above will set the current value oExpiresAbsolute property to
"Monday, 17-Dec-2001 14:02:40 GMT” and then print out:

The current value of expires is Monday, 17-Dec-2001 14:02:4 0 GMT

See Also
CResponsegetExpiresAbsolutd).

CResponsesetStatus

Synopsis
int setStatugchchar * statug;

Purpose
Set the value of the Status property.

Return Value
Upon successful completion, zero is returned. Otherwige;aero value is returned.

Parameters
status A string containing the new Status value.

Description
The functionsetStatug) sets the value of the Status property of the object. CResponsegetStatug)
function can be used to obtain the status line returned bgeheer.

Status values are defined in the HTTP1.1 RFC 2068.

Example

char *status = "401 Unauthorized";
Response.setStatus(status);
printf("The current status line is %s\n", Response.getSta tus());

The example above will set current status line to 401 Unanitled” and then print out:
The current status line is 401 Unauthorized

See Also
CResponsegetStatug).
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CResponsetitle

Synopsis
void title (chchar * title);

Purpose
Set the title of an HTML page.

Return Value
None.

Parameters
title A string containing title of the HTML page.

Description

The functiontitle () sets the title by addinghead> and<title>  tags into an HTML page. If content
type istext/html |, tags of<html> and<body bgcolor="#FFFFFF"> are added by this function
as well, theCResponseend() function will add</body> and</html> tags at the end of this HTML
page correspondingly.

It is equivalent to the code below:

void CResponse::title(char* titleName)

{
printf("<htmI>\n");
if (titteName !'= NULL)
printf("<head> <title> %s </title></head>\n", titleName );
printf("<body bgcolor=\"#FFFFFF\">\n");
}

Differences Between Ch-CGIl and Ch-ASP
This member function works in Ch-CGl only. It is not valid itn@\SP.

Example
SeeCRequest.getFormNameValud).

See Also
CResponsebegin(), CResponseend().
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4.2 CRequest Class

The CRequestclass contains several utility functions for receiving toaitent from a browser. One of the
most important applications @@Requests handling fill-out forms. The program located on a host ma-
chine’s web server can accept user’s input through a filfoum and generate web pages dynamically.

Public Data
None.

Differences Between Ch-CGIl and Ch-ASP
By default, there is no difference BRequestbetween Ch-CGIl and Ch-ASP.

Public member functions.

Function Description
binaryRead() retrieves the bytes that were read by an HTTP Post and jilaxte a buffer.
getCookig) retrieves a cookie.
getCookieg) retrieves all cookies.
getForm() retrieves a value of the specified name which was read by
POST or GET method.
getFormy) retrieves all values of a specified name which were read®$Por
GET method.
getFormNameValud) retrieves all pairs of name and value that were read by P&#&3ET method.
getServerVariablg)) retrieves the value of a specified ServerVariable.
getTotalBytey) retrieves the size of the current request in bytes.
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CRequest:binaryRead

Synopsis
char * binaryRead(size.t * coun);

Purpose
Retrieve the bytes that were read by an HTTP Post and placgs d buffer.

Return Value
Upon successful completion, a pointer that points to a buffdch contains the retrieved bytes is returned.
Otherwise, NULL is returned.

Parameters

count A pointer that points to a value of type sizeBefore execution, this value specifies how many bytes
to read from the client. After this function returns, counll wontain the number of bytes successfully
read from the client. The total number of bytes that will atlijube read is less than or equal to the
value returned by thERequest:.getTotalBytesfunction.

Description

The functionbinaryRead() retrieves the bytes that were read by an HTTP Post andglaodo a buffer.
This function is used to read the raw data sent by the cliemagisof a POST request and it is used for
low-level access to this data, as opposed to, for examgleg tlee CRequest::getFormfunction view form
data sent in a POST request.

Once this funtion has been called, any executio€BRequest::.getForm CRequest::getFormsor CRe-
guest::.getFormNameValuefunction will cause an error. Conversely, once th€Request:..getForm*
functions have been called, calling this function will cawas error.

Example

size_t count;

char * buffer;

count = Request.getTotalBytes();

printf("The size of the current Request in bytes is : %d\n", c ount);
buffer = Request.binaryRead(&count);

printf("The raw data is : %s\n", buffer);

printf("The actually read bytes is : %d\n", count);

The example above will print out the size of the current retuéhe raw data which is actually read and its
size.

See Also
CRequest:getTotalBytey), CRequest:getForm(), CRequest:getForms), CRequest:getFormNameValug).

CRequest:getCookie
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Synopsis
chchar * getCookiglchchar* cookieNamg

Purpose
Retrieve the value of a cookie by its name.

Return Value
Upon successful completion, a string which contains theevaf a cookie is returned. Otherwise, NULL is
returned.

Parameters
cookieName A string which contains the name of a cookie.

Description
The functiongetCookig)) retrieves the value of a cookie by its name. THeequest:getCookieg) function
can get all cookies. TheéResponseaddCookig)) function adds a cookie to a client.

Differences Between Ch-CGIl and Ch-ASP

In Ch-ASP, the cookies added by addCookie() can be retribyagetCookie() or getCookes() in the same
program. In Ch-CGl, the cookies added by addCookie() cabaogtrieved by getCookie() or getCookies()
in the same program.

Example
Program 1.

class CCookie cookiel;

char *cookieName = "namel";
char *cookieValue = "valuel”;
cookiel.setName(cookieName);
cookiel.setValue(cookieValue);
Response.addCookie(&cookiel);

Program 2:

printf("The value of %s is %s \n", cookieName,
Request.getCookie(cookieName));

The program 2 of this example will print out :
The value of namel is valuel

See Also
CResponseaddCookig(), CRequestgetCookieg), CCookie.

CRequest:getCookies

Synopsis
int getCookiedCCookie** cookie$;
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Purpose
Retrieve all of cookies.

Return Value
Upon successful completion, the number of cookies actualtyeved is returned. Otherwise, a negative
value is returned.

Parameters
cookies A pointer to an array of CCookie objects which contains thieeeed cookies.

Description
The functiongetCookieg) retrieves all of cookies. TheéRequest:getCookig) function retrieves the value
of a cookie by its name. TheResponseaddCookig)) function adds a cookie to a client.

Differences Between Ch-CGIl and Ch-ASP

In Ch-ASP, the cookies added by addCookie() can be retribyagetCookie() or getCookes() in the same
program. In Ch-CGl, the cookies added by addCookie() cabaogtrieved by getCookie() or getCookies()
in the same program in Ch-CGl.

Example
SeeCResponseaddCookig).

See Also
CResponseaddCookig), CRequest:getCookig), CCookie.

CRequest:getForm

Synopsis
chchar * getForm(chchar * name;

Purpose
Retrieve a value of the specified name which was read by POSEdrmethod.

Return Value
Upon successful completion, a value for the specified naaklsg POST or GET method is returned. Oth-
erwise, NULL is returned.

Parameters
name A string which contains the name of the specified item.

Description

The functiongetForm() retrieves a value of the specified name which was read byTRDSET method.
If there are multiple values for the specified name, the fingtis returned. ThERequest::.getFormsfunc-
tion retrieves all values of items with the specified name,the CRequest::getFormNameValugunction
retrieves all pairs of name and value.

Example
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char *name = "favorite";
char *value;
value = Request.getForm(name);
if(value == NULL)
printf("No item named %s has been submitted\n”, name);
else
printf("The value of items named %s is %s\n", name, value);

The example above will retrieve all unparsed values of iteitis name of "favorite” which is read by POST
or GET methods, then print these values out as a single string

See Also
CRequest:getFormg), CRequest:.getFormNameValud).

CRequest:getForms

Synopsis
int getForms(chchar * name chstrarray & valueg;

Purpose
Retrieve all values of the specified name which were read bl3TP@ GET method.

Return Value
Upon successful completion, number of repeated valuesedpikecified name is returned. Otherwise, zero
is returned.

Parameters

name A string which contains the name of the specified item.
value A reference of an array which contains all values of the sgethame.

Description

The functiongetFormg) retrieves all values of the specified name which were rea®ST or GET
method. TheCRequest::getFormfunction retrieves the first value of the specified name, &edCRe-
guest::getFormNameValuefunction retrieves all pairs of name and value.

Example

int num;
char *name = "favorite";
chstrarray value;
num = Request.getForms(name, value);
if(num == 0)
printf("No item named %s has been submitted\n”, name);
else if (num < 0)
printf("Error: in Request.getForms()\n");
else {
printf("The following %d values are submitted with the name of %s\n",
num, name);
printf("<ul>\n");
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for(i=0; 1 < num; i++)
if(valuel[i])
printf("<li> <code> %s </code>\n",valueli]);
printf("</ul>\n");
}

The example above will retrieve all values of items with nash&avorite” which is read by POST or GET,
then print these values out seperately.

See Also
CRequest:.getForm(), CRequest:getFormNameValud).

CRequest:getFormNameValue

Synopsis
int getFormNameValugchstrarray & nameschstrarray & values;

Purpose
Retrieve all name/value pairs that were read by POST or GEhade

Return Value
Upon successful completion, the number of name/value fsieturned. Otherwise, -1 is returned.

Parameters

names A reference of an array that contains names of the pairs.
values A reference of an array that contains values of the pairs.

Description

The functiongetFormNameValud) retrieves all pairs of name and value that were read by P@SIET
method. The name and value in one pair will be saved in coorepg positions of the retrieved ar-
rays. CRequest::getFormsfunction retrieves all values of items with the specified pawhile CRe-
guest::getForm function retrieves the first value.

Characters like &, %, and $ typed into the text entry field inlleofit form are automatically escaped into
hex form — a percent sign followed by a two-digit hex valueresponding to the ASCII value of the char-
acter when the query is constructed in a Web browser. Forgheastring "&%3$” becomes "%26%25%24".

Example

The program below can be used to obtain all names and valoesdifill-out form, and print them out in
content type of text in HTML file format.

#!/bin/ch
#include <cgi.h>

int main() {
int i, num;
chstrarray name, value;
class CResponse Response;
class CRequest Request;
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Response.setContentType("text/html");
Response.begin();

Response.title("CGl FORM results");
printf("<H1>CGIl FORM test script reports:</H1>\n");

num = Request.getFormNameValue(name, value);
if(num == 0) {
printf("No name/value has been submitted<p>\n");
Response.exit();

else if(num < 0) {
printf("Error: in Request.getFormNameValue() <p>\n");
Response.exit();

printf("The following %d name/value pairs are submitted<p >\n",num);
printf("<ul>\n");
for(i=0; i < num; i++) {

printf("<li> <code>%s = ",nameli]);

if(valueli])

printf("%s",valuel[i]);

printf("</code>\n");
}
printf("</ul>\n");
Response.end();

}

See Also
CRequest:getForm(), CRequest:getFormsy).

CRequest:getServerVariable

Synopsis
chchar * getServerVariable(chchar * variableNamg

Purpose
Retrieve the value of a specified server variable.

Return Value
Upon successful completion, a string which contains theevalf a specified server variable. Otherwise,
NULL is returned.

Parameters
variableNameA string which contains the name of a specified server vaiabl

Description

The functiongetServerVariablg)) retrieves a specified ServerVariable value. If a clientisea header other
than those specified in the table below, the value of thatdrezah be retrieved by prefixing the header name
with HTTP_ in the call to this function. For example, if the client sem hieader

SomeNewHeader:SomeNewValue

SomeNewValue can be retrieved by using the following syntax

headerValue = Regquest.getServerVariable("HTTP_SomeNew Header");
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Server Variables

Variable Description

ALL _HTTP All HTTP headers sent by the client.

ALL _RAW All headers in raw form.

APPLMD_PATH The metabase path for the Application for the ISAPI DLL.
APPL_PHYSICAL_PATH The physical path corresponding to the metabase path.
AUTH_PASSWORD The value entered in the client’s authenticatiatog.
AUTH_TYPE The authentication method used by server.
AUTH_USER Raw authenticated user name.

CERT.COOKIE Unique ID for client certificate.

CERT.FLAGS Determine if the client certificate is present.
CERTISSUER Issuer field of the client certificate.

CERT.KEYSIZE Number of bits in Secure Sockets Layer connectiondiee.
CERT_.SECRETKEYSIZE Number of bits in server certificate privasy.k
CERT.SERIALNUMBER Serial number field of the client certificate.
CERT.SERVERISSUER Issuer field of the server certificate.
CERT_.SERVERSUBJECT Subject field of the server certificate.

CERT_SUBJECT Subject field of the client certificate.
CONTENT.LENGTH The length of the content as given by the client.
CONTENT.TYPE The data type of the content.

GATEWAY _INTERFACE The revision of the CGI specification used by theae
HTTP_<HeaderName> The value stored in the header HeaderName.
HTTP_ACCEPT The value of the Accept header.

HTTP_.ACCEPT.LANGUAGE A string describing the language to use for
displaying content.

HTTP.USERAGENT A string describing the browser that sent the request.
HTTP_.COOKIE The cookie string that was included with the request.
HTTP_.REFERER A string containing the URL of the page that referred

the request to the current page, but does not include rédequests.
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Server Variables (Contd.)

Variable Description

HTTPS ON if the request came in through secure channel (SISL) o
OFF if the request is for a non-secure channel.

HTTPSKEYSIZE Number of bits in Secure Sockets Layer connectiondiee.

HTTPSSECRETKEYSIZE  Number of bits in server certificate privagg.k
HTTPSSERVERISSUER Issuer field of the server certificate.
HTTPSSERVERSUBJECT Subject field of the server certificate.

INSTANCELID The ID for the IIS instance in textual format.
INSTANCEMETA_PATH The metabase path for the instance of response.
LOCAL_ADDR The Server Address on which the request came in.
LOGON_USER The Windows account that the user is logged into.
PATH_INFO Extra path information as given by the client.
PATH_TRANSLATED A translated version of PATHNFO.
QUERY_STRING Query information stored in the string following
the question mark (?) in the HTTP request.

REMOTEADDR The IP address of the remote host making the request.
REMOTEHOST The name of the host making the request.
REMOTEUSER Unmapped user-name string sent in by the user.
REQUESTMETHOD The method used to make the request.
SCRIPT.NAME A virtual path to the script being executed.
SERVERNAME The server’s host name.
SERVERPORT The port number to which the request was sent.
SERVERPORT.SECURE A string that contains either O or 1.
SERVERPROTOCOL The name and revision of the request informatiotopol.
SERVERSOFTWARE The name and version of the server software.
URL Gives the base portion of the URL.

Example

char *variableName = "SERVER_NAME";

char *variableValue;

variableValue = Request.getServerVariable(variableNam e);

printf("The hostname of the web server is : %s\n", variableV alue);

The example above will print out the hostname of the web serve

See Also
None.

CRequest:getTotalBytes

Synopsis
sizet getTotalBytey);

Purpose
Retrieve the size of the current request in bytes.

78



CHAPTER 4. REFERENCES FOR CGI CLASSES CRequest:getTotalBytes

Return Value
Upon successful completion, a value of type of dizleat contains the size of the current request in bytes is
returned. Otherwise, -1 is returned.

Parameters
None.

Description
The functiongetTotalByteq) retrieves the size of the current request in bytes.

Example
SeeCRequest:binaryRead().

See Also
CRequest:binaryRead().
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4.3 CServer Class

The CServer class contains several utility functions for high-levetess to the web server.

Public Data
None.

Differences Between Ch-CGIl and Ch-ASP
By default, there is no difference {@Server between Ch-CGIl and Ch-ASP.

Public member functions.

Function Description
HTMLEncode() applies HTML encoding to the specified string.
URLEnNcode() applies URL encoding rules, including escape characterthe specified string.
mapPath() maps the specified relative or virtual path to the corradpw
physical directory on the server.
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CServer:HTMLEnNcode

Synopsis
chchar * HTMLEncode (chchar * in);

Purpose
Apply HTML encoding to the specified string.

Return Value
Upon successful completion, a string which contains the HE¥Wicoded text is returned. Otherwise, NULL
is returned.

Parameters
in A string containing the text to be HTML encoded.

Description

The functionHTMLEnNcode () applies HTML encoding to the specified string. If a browget a encoded
text, it will display it in HTML format, rather than in plairekt. For example, if the parameter contains a
string with symbols ok >, the returned value would contain the HTML code for thoseattars as &lt;
&gt;. A browser would display these two symbols<as>.

Example

char *in = "< >"

char *result;

result = Server.HTMLEncode(in);

printf("The string \"< >\" is encoded by %s\n", result);

The example above will print out:

The string "< >" is encoded by &lt; &gt;
to the client. But the user will actually see:
The string "< >" is encoded by < >

in the HTML page. .

See Also
CServer.:URLEnNncodg().

CServer::URLENcode

Synopsis
chchar * URLEncode(chchar * in);

Purpose
Apply URL encoding rules, including escape charactershécspecified string.
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Return Value
Upon successful completion, a string which contains the @Rtoded text is returned. Otherwise, NULL
is returned.

Parameters
in A string containing the text to be URL encoded.

Description
The functionURLENcode() applies URL encoding rules, including escape charadiethe specified string.

Example

char *in = "x*sin(x)";

char *result;

result = Server.URLEnNncode(in);

printf("The string \"x*sin(x)\" is encoded by %s\n", resul t);

The example above will print out:
The string "x*sin(x)" is encoded by x%2Asin%28x%29

to the client.

See Also
CServer.:HTMLEncode ().

CServer.:mapPath

Synopsis
chchar * mapPath(chchar * path);

Purpose
Map the specified relative or virtual path to the correspogdgihysical directory on the server.

Return Value
Upon successful completion, a string which receives thesighY path is returned. Otherwise, NULL is
returned.

Parameters
path A string containing relative or virtual path.

Description

The functionmapPath() maps the specified relative or virtual path to the corragdpt physical directory
on the server. This function does not check whether the pagturns is valid or exists on the server. Be-
cause it maps a path regardless of whether the specifiedatiesccurrently exist, the user can use it to map
a path to a physical directory structure, and then pass #thttp a component that creates the specified
directory or file on the server.

Example
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char *path = ".";

char *result;

result = Server.mapPath(path);

printf("The virtual path of .\\ is mapped to : %s\n", result) ;

The example above will print out the current directory of éeb server.

See Also
None.
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4.4 CCookie Class

A cookie is a small amount of information sent by a web serwerWeb browser, saved by the browser, and
later sent back to the server. A cookie’s value can uniquagwntify a client, so cookies are commonly used
for session management.

TheCCookieclass contains several utility functions for setting ottiggtthe name and value of a cookie, as
well as optional attributes. THeCookie class supports both the Version 0 (by Netscape) and Versfby 1
RFC 2965 which obsoletes RFC 2109). By default, Ch cookies usrsion 0. Since RFC 2965 is released
on October 2000, most browsers might not support RFC 29@5uslers are encouraged to use Version 0
features.

Note: Properties of Name, Value, MaxAge, Path, Domain, SecureVansion are supported by cookies
which comply with both of Netscape Cookie specificationsimT 0 and RFC 2965 new version 1. Proper-
ties of Discard, Comment, CommentURL, and portList are suegd only by cookies which comply with
RFC 2965 new version 1. Because there is no browser to sujyeacbokie complying with RFC 2965 new
version 1 as yet, these properties are not recommended.to use

Public Data
None.

Differences Between of Ch-CGI and Ch-ASP
By default, there is no difference {@Cookie between Ch-CGIl and Ch-ASP.
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Public Member Functions

Function Description

addPort() adds a new port into the portlist of the cookie. For versiamly.
getCommen() retrieves theCommentattribute of the cookie. For version 1 only.
getCommentURL() retrieves theCommentURL attribute of the cookie. For version 1 only.
getDiscard) retrieves théDiscard attribute of the cookie . For version 1 only.
getDomain() retrieves thédomain attribute of the cookie.

getMaxAgg) retrieves maximum age of the cookie.

getNam«) retrieves the name of the cookie.

getPath() retrieves the path on the server to which browser retiresookie.
getPorty) retrieves all ports in the portlist of the cookie. For versl only.
getSecurg) determines if the browser is sending the cookie only ov&@ure protocol.
getValug) retrieves the value of the cookie.

getVersion() retrieves the version of the protocol the cookie comphéh.
setComment) sets theComment attribute of the cookie. For version 1 only.
setCommentURL() sets the&CommentURL attribute of the cookie. For version 1 only.
setDiscard) sets theDiscard attribute of the cookie. For version 1 only.
setDomain) sets theDomain attribute of the cookie.

setMaxAgd) sets maximum age of the cookie.

setNamg) sets the name of the cookie.

setPath() sets the path on the server to which browser returns thideoo
setSecuré) sets theSecureattribute of the cookie.

setValug) sets the value of the cookie.

setVersion)

sets the version of the protocol the cookie complies with.
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CCookie::addPort

Synopsis
int addPort(int portNunj;

Purpose
Add a new port into the portlist of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwige;agro value is returned.

Parameters
portNum An integer which indicates the new port to be added.

Description
The functionaddPort() adds a new port into the portlist of the cookie. This pstttiontains some ports to
which a cookie may be returned in a Cookie request header.

The CCookie::getPorty) function can be used to retrieve this portlist.

Example

The program below sets and gets properties of a cookie yocall

#!/bin/ch
#include <cgi.h>

int main() {
class CCookie cookiel;
class CResponse Response;
int *portlist, portnum, j;

Response.setContentType("text/html");
Response.begin();

Response.title("CGl Cookie results");
printf("<H1>CGI Cookie test script reports:</H1>\n");

/I set properties of cookie
cookiel.setName("namel");
cookiel.setValue("valuel");
cookiel.setVersion(1);
cookiel.addPort(8080);
cookiel.addPort(8081);
cookiel.setComment("This cookie is for test");
cookiel.setCommentURL("™);
cookiel.setDiscard(false);
cookiel.setDomain("iel.ucdavis.edu");
cookiel.setMaxAge(3600000);
cookiel.setPath("/foo");
cookiel.setSecure(true);

/I get properties of cookie
printf("<li> <code>%s = ",cookiel.getName());
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printf("%s; ",cookiel.getValue());
printf("Version = %d; ",cookiel.getVersion());
printf("Comment = %s; ",cookiel.getComment());
printf("CommentURL = 9%s; ",cookiel.getCommentURL());
printf("Discard = %d; ",cookiel.getDiscard());
printf("Domain = %s; ",cookiel.getDomain());
printf("MaxAge = %d; ",cookiel.getMaxAge());
printf("Path = %s; ",cookiel.getPath());
printf("Secure = %d; ",cookiel.getSecure());
portnum = cookiel.getPorts(portlist);
if(portnum > 0)

for( = 0; j < portnum; j++)

printf("port[%d] = %d; ", j, portlist[j]);

printf("</code>\n");
printf("</ul>\n");
Response.end();

}

See Also
CCookie::getPorty), CResponseaddCookig), CRequest:getCookieg).

CCookie::.getComment

Synopsis
chchar * getComment);

Purpose
Retrieve theCommentattribute describing the purpose of this cookie.

Return Value
Upon successful completion, a string which contains thaevalf theComment attribute of the cookie is
returned. Otherwise, NULL is returned.

Parameters
None.

Description

The functiongetCommen{) retrieves theComment attribute describing the purpose of this cookie. Be-
cause cookies can be used to derive or store private infmmabout a user, the value of the Comment
attribute allows an origin server to document how it intetmlsise the cookie. The user can inspect the
information to decide whether to initiate or continue a s#swith this cookie. Characters in value MUST
be in UTF-8 encoding. [RFC2279]

Property ofCommentare not supported by Netscape Version 0 cookies.

The CCookie::setCommenf) function can be used to set tmmment attribute of the cookie.

Example
SeeCCookie::addPort().

See Also
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CCookie::setComment), CResponseaddCookig(), CRequest:getCookieg).

CCookie::.getCommentURL

Synopsis
chchar * getCommentURLY();

Purpose
Retrieve theCommentURL attribute of the cookie.

Return Value
Upon successful completion, a string which contains theesaf theCommentURL attribute of the cookie
is returned. Otherwise, NULL is returned.

Parameters
None.

Description

The functiongetCommentURL() retrieves theCommentURL attribute of the cookie. Because cookies can
be used to derive or store private information about a userCommentURL attribute allows an origin
server to document how it intends to use the cookie. The wemspect the information identified by the
URL to decide whether to initiate or continue a session with tookie.

The CCookie::setCommentURL() function can be used to set tmmentURL attribute of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::setCommentURL(), CResponseaddCookig(), CRequest:getCookieg).

CCookie::getDiscard

Synopsis
bool getDiscard);

Purpose
Retrieve theDiscard attribute of the cookie.

Return Value
A boolean value which contains tidscard attribute of the cookie is returned.

Parameters
None.

Description
The functiongetDiscard)) retrieves theéDiscard attribute of the cookie. The Discard attribute instrucks th
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user agent to discard the cookie unconditionally when tlee agent terminates.
The CCookie::setDiscard) function can be used to set tbéscard attribute of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::setDiscard), CResponseaddCookig), CRequest:getCookieg).

CCookie::getDomain

Synopsis
chchar * getDomain();

Purpose
Retrieve theDomain attribute of the cookie.

Return Value
Upon successful completion, a string which contains theevalf theDomain attribute of the cookie is
returned. Otherwise, NULL is returned.

Parameters
None.

Description

The functiongetDomain() retrieves thddomain attribute of the cookie. The value of ti®main attribute
specifies the domain for which the cookie is valid. If an eciiif specified value does not start with a dot,
the user agent supplies a leading dot.

The CCookie::setDomain) function can be used to set tB®main attribute of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::setbomain), CResponseaddCookig), CRequest.getCookieg).

CCookie::getMaxAge

Synopsis
int getMaxAge();

Purpose
Retrieve the maximum age of the cookie.

Return Value
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Upon successful completion, an integer which indicatesriagimum age of the cookie in seconds is re-
turned. Otherwise, a negative value is returned.

Parameters
None.

Description

The functiongetMaxAgg() retrieves the maximum age of the cookie. The value of theimam age is the
lifetime of the cookie in seconds. It is a decimal non-negsititeger. To handle cached cookies correctly, a
client should calculate the age of the cookie according eéaatie calculation rules in the HTTP/1.1 specifi-
cation [RFC2616]. When the age is greater than delta-secasrbnds, the client should discard the cookie.
A value of zero means the cookie should be discarded imnetgiat

The CCookie::setMaxAgg) function can be used to set the maximum age of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::setMaxAgg), CResponseaddCookig)), CRequest:getCookieg).

CCookie::getName

Synopsis
chchar * getNamd);

Purpose
Retrieve the name of the cookie.

Return Value
Upon successful completion, a string which contains theenahthe cookie is returned. Otherwise, NULL
is returned.

Parameters
None.

Description
The functiongetNam«) retrieves the name of the cookie. TB€ookie::setNam¢) function can be used
to set the name of the cookie.

Example
SeeCResponseaddCookig).

See Also
CCookie::setNam¢), CResponseaddCookig(), CRequest:getCookieg).

CCookie::getPath
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Synopsis
chchar * getPath();

Purpose
Retrieve thePath attribute of the cookie.

Return Value
Upon successful completion, a string which contains theevaf thePath attribute of the cookie is returned.
Otherwise, NULL is returned.

Parameters
None.

Description
The functiongetPath() retrieves the path on the server to which browser returasookie. The cookie is
visible to all the pages in the directory you specify, andtal pages in that directory’s subdirectories.

Consult RFC 2109 (available on the Internet) for more infation on setting path names for cookies.
The CCookie::setPath) function can be used to set tRath attribute of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::setPath), CResponseaddCookig), CRequest.getCookieg).

CCookie::getPorts

Synopsis
int getPorts(int ** portList);

Purpose
Retrieve all ports in the portlist of the cookie.

Return Value
Upon successful completion, an integer which indicatestiraber of the ports in the portlist is returned.
Otherwise, a negative value is returned.

Parameters
portList An integer array which contains all ports in the portlist.

Description
The functiongetPorty) retrieves all ports in the portlist of the cookie. This tlist contains the ports to
which a cookie may be returned in a Cookie request header.

The CCookie::addPort() function can be used to add a new port into the portlist efdbokie.
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Example
SeeCCookie::addPort().

See Also
CCookie::addPort(), CResponseaddCookig(), CRequest:getCookieg).

CCookie::getSecure

Synopsis
bool getSecurg);

Purpose
Retrieve theSecureattribute of the cookie.

Return Value
A boolean value which contains tiS®=cureattribute of the cookie is returned.

Parameters
None.

Description
The functiongetSecuré) retrieves theSecureattribute of the cookie. It indicates to the browser whether
the cookie should only be sent using a secure protocol, suEfTaPS or SSL.

The default value oSecureattribute is false and the cookie is sent from the browsendéaserver using any
protocol. If the value oSecureattribute is set to true, sent on only a secure protocol.

The CCookie::setSecurég) function can be used to set tBecureattribute of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::setSecur€), CResponseaddCookig(), CRequest:getCookieg).

CCookie::getValue

Synopsis
chchar * getValue();

Purpose
Retrieve the value of the cookie.

Return Value

Upon successful completion, a string which contains thaeevaf the cookie is returned. Otherwise, NULL
is returned.
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Parameters
None.

Description
The functiongetValug() retrieves the value of the cookie. T@€ookie::setValug) function can be used to
set the value of the cookie.

Example
SeeCResponseaddCookig).

See Also
CCookie::setValug), CResponseaddCookig), CRequest:getCookieg).

CCookie::getVersion

Synopsis
int getVersion();

Purpose
Retrieve tha/ersion attribute of the cookie.

Return Value
Upon successful completion, an integer which indicatess/énsion of the cookie is returned. Otherwise, a
negative value is returned.

Parameters
None.

Description

The functiongetVersion() retrieves the version of the cookie. Version 1 compliehRFC 2965, and ver-
sion 0 complies with the original Netscape Cookie Specificat Cookies provided by a browser use and
identify the browser’s cookie version. By default, the wabf Version is 0.

The CCookie::setVersion) function can be used to set the version of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::setVersion), CResponseaddCookig(), CRequest:getCookieg).

CCookie::setComment

Synopsis
int setCommenichchar * commeny

Purpose
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Set theCommentattribute which describes the purpose of this cookie.

Return Value
Upon successful completion, zero is returned. Otherwiga;aero value is returned.

Parameters
comment A string containing the value of theommentattribute of the cookie.

Description

The functionsetCommenf) sets theComment attribute which describes the purpose of this cookie. Be-
cause cookies can be used to derive or store private infamabout a user, the value of the Comment
attribute allows an origin server to document how it intetmlsise the cookie. The user can inspect the
information to decide whether to initiate or continue a Egswith this cookie. Characters in value MUST
be in UTF-8 encoding. [RFC2279]

Comments are not supported by Netscape Version 0 cookies.
The CCookie::getComment) function can be used to retrieve ti®@mment attribute of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::getComment), CResponseaddCookig), CRequest:getCookieg).

CCookie::setCommentURL

Synopsis
int setCommentURL(chchar * commentUR};

Purpose
Set theCommentURL attribute of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwiga;aero value is returned.

Parameters
commentURL A string containing the value of theommentURL attribute of the cookie.

Description

The functionsetCommentURL() sets theCommentURL attribute of the cookie. Because cookies can be
used to derive or store private information about a userCtmmentURL attribute allows an origin server
to document how it intends to use the cookie. The user carabspe information identified by the URL to
decide whether to initiate or continue a session with thisk@en

The CCookie::getCommentURL() function can be used to retrieve tlBmmmentURL attribute of the
cookie.
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Example
SeeCCookie::addPort().

See Also
CCookie::getCommentURL(), CResponseaddCookig)), CRequest:getCookieg).

CCookie::setDiscard

Synopsis
int setDiscard(bool discard;

Purpose
Set theDiscard attribute of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwiga;aero value is returned.

Parameters
Parameters
discard A boolean value that contains the new value ofEhscard attribute.

Description
The functionsetDiscard) sets theDiscard attribute of the cookie. The Discard attribute instruces tiser
agent to discard the cookie unconditionally when the usengaigrminates.

The CCookie::getDiscard) function can be used to retrieve tBéscard attribute of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie:getDiscard)), CResponseaddCookig), CRequest.getCookieg).

CCookie::setDomain

Synopsis
int setDomain(chchar * domain);

Purpose
Set theDomain attribute of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwiga;aero value is returned.

Parameters
domain A string containing the value of tHeomain attribute of the cookie.
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Description

The functionsetDomain) sets theDomain attribute of the cookie. The value of tB®main attribute spec-
ifies the domain for which the cookie is valid. If an expligigpecified value does not start with a dot, the
user agent supplies a leading dot.

The CCookie::getDomain() function can be used to retrieve tbemain attribute of the cookie.

Example
SeeCResponseaddCookig).

See Also
CCookie::getDomain(), CResponseaddCookig(), CRequest:getCookieg).

CCookie::setMaxAge

Synopsis
int setMaxAge(int maxAgé;

Purpose
Set the maximum age of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwige;aero value is returned.

Parameters
maxAge An integer specifying the maximum age of the cookie in sespnd

Description

The functionsetMaxAgg) sets the maximum age of the cookie. The value of the maxmirage is the
lifetime of the cookie in seconds. It is a decimal non-negaitnteger. To handle cached cookies correctly, a
client should calculate the age of the cookie according eécatie calculation rules in the HTTP/1.1 specifi-
cation [RFC2616]. When the age is greater than delta-sescsgbnds, the client should discard the cookie.
A value of zero means the cookie should be discarded imnedgiat

The CCookie::getMaxAgg) function can be used to retrieve the maximum age of theieook

Example
SeeCResponseaddCookig).

See Also
CCookie::getMaxAgeg)), CResponseaddCookig), CRequest.getCookieg).

CCookie::setName

Synopsis
int setNamegchchar * name;
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Purpose
Set the name of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwige;aero value is returned.

Parameters
name A string containing the name of the cookie.

Description
The functionsetNamd) sets the name of the cookie. Th&ookie::getNam€) function can be used to
retrieve the name of the cookie.

Example
SeeCResponseaddCookig).

See Also
CCookie::getNamd), CResponseaddCookig), CRequest:getCookieg).

CCookie:setPath

Synopsis
int setPath(chchar * path);

Purpose
Set thePath attribute of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwige;aero value is returned.

Parameters
path A string specifying a path.

Description
The functionsetPath) sets the the path on the server to which browser returnsdbkie. The cookie is
visible to all the pages in the directory you specify, andtal pages in that directory’s subdirectories.

Consult RFC 2109 (available on the Internet) for more infation on setting path names for cookies.
The CCookie::getPath() function can be used to retrieve tRath attribute of the cookie.

Example
SeeCResponseaddCookig).

See Also
CCookie::getPath(), CResponseaddCookig), CRequest.getCookieg).

CCookie::setSecure
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Synopsis
int setSecurdbool securg;

Purpose
Set theSecureattribute of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwige;aero value is returned.

Parameters

secure A boolean value that contains the new value of 8seureattribute.

Description
The functionsetSecuré) sets theSecureattribute of the cookie. It indicates to the browser whetiher
cookie should only be sent using a secure protocol, such d81Dr SSL.

The default value oSecureattribute is false and the cookie is sent from the browsendéaserver using any
protocol. If the value oSecureattribute is set to true, sent on only a secure protocol.

The CCookie::getSecurg) function can be used to retrieve tBecureattribute of the cookie.

Example
SeeCResponseaddCookig).

See Also
CCookie::getSecurg), CResponseaddCookig)), CRequest:getCookieg).

CCookie::setValue

Synopsis
int setValue(chchar * value;

Purpose
Set the value of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwiga;aero value is returned.

Parameters
value A string containing the value of the cookie.

Description
The functionsetValug) sets the value of the cookie. Ti@&Cookie::getValug) function can be used to
retrieve the value of the cookie.

Example
SeeCResponseaddCookig).
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See Also
CCookie::getValug), CResponseaddCookig), CRequest:getCookieg).

CCookie:setVersion

Synopsis
int setVersion(int version;

Purpose
Set the version of the cookie.

Return Value
Upon successful completion, zero is returned. Otherwige;agro value is returned.

Parameters
version An integer indicates the version of the cookie.

Description

The functionsetVersion) sets the version of the cookie. Version 1 complies with RP65, and version 0
complies with the original Netscape Cookie Specificationokies provided by a browser use and identify
the browser’s cookie version. By default, the value of \G@mss O.

The CCookie::getVersion() function can be used to retrieve the version of the cookie.

Example
SeeCCookie::addPort().

See Also
CCookie::getVersion), CResponseaddCookig), CRequest:getCookieg).
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